MNHOBPHAYKN POCCUA
®ENEPAINBHOE NOCYAAPCTBEHHOE BIO[PKETHOE OBPA3OBATESTbHOE YYPEXKOEHVE

_ BbICLLETO OBPA30OBAHUS
«BOPOHEXCKNUN TOCYOAPCTBEHHbLIU YHUBEPCUTET»
(Preoy BO «BI'Y»)
YTBEPXOAIO
AekaH hakynbteTa npuknagHou
MaTeMaTUuKu, VIH(*)OpMaTVIKVI
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L 23.03.2024
NMPOIrPAMMA MNMPAKTUKH
52.0.03(H) Npou3sBoacTBeHHasa NpakTUKa, Hay4yHo-uccrneagoBaTesibckas
paboTta

Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbiM rniiaHoMm

1. Kog u» HaumeHoBaHMe HanpaBrieHUs NOArOTOBKU/cneLnanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

MaTemMaTuyeckme MeToabl 3alnTbl MHOOPMaLINK

3. KBanudmkauusa (cteneHb) BbinyCcKkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Ka(bep.pa, oTBe4YarLwlas 3a peasin3aumnio NPaKTUKn: kKnbepbesonacHocTu

MHAOOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLUEHT kadeapbl

KnoepbesonacHoCTU UHAOOPMaALMOHHBLIX CUCTEM

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PeKOMeHAOBaHa: Hay4yHo-meToamnvecknm coBeToM dakynbTeTa NPUKIagHoON MaTteMaTUKK,
MHOPMaTUKN N MexaHukun 22.03.2024 1., npoTokon Ne5
(HaumeHogaHue pekomeHOyrowel cmpykmypbi, 0ama, HOMep rPOMOKona,

ommemku 0O rpoOsieHUU 8HOCSIMCS 8PYYHYHO)

8. YuebGHbIn rop:_ 2028/2029 CewmecTp(bl): 9




9.llenb npakTuku:

— MOArOTOBKA CTyAEeHTa K PEeLUeHMI0 3aday, OTHOCALIMXCHA K pas3nuyHbiM npobnemam
KOMMMeKcHoro obecnevyeHns MHPOPMaLNOHHON 6Ge30MNacHOCTH, a TaKKe K peLLeHN0 OTAENbHbIX
dyHAaMeHTanbHbIX NPO6eM, CBA3aHHbIX C KOMMbIOTEPHOW 6E€30MaCHOCTbIO;

— yrnybneHne u 3akpensieHMe TEeOPeTUYECKUX 3HAHWW, MOMYYEHHbIX CTyAeHTamu npwu
n3yvyeHnn obLenpodeccmoHanbHbIX 1 cneumanbHbIX AUCUUMIIVH;

— npuobpeTeHne N CoBEPLLUEHCTBOBAHME CTyAeHTaMu NpodeCcCUOHanbHbIX HaBbIKOB U
YMEHMWI, 3aKpennsAlLwmnX nofly4eHHble TEOPETUYECKMNE 3HAHWS,

— pasBuTME Yy CTYOEHTOB UHTEPECA K Hay4YHO-UccrneaoBaTtenbckon paboTte, NpuBuTHUE UM
HaBbIKOB NPOBEAEHUSA NCCneaoBaHum;

— MpoBedEeHMEe  UWCCNEOOBaHWW, HEMOCPEACTBEHHO  CBS3AHHbIX C  BbIMYCKHON
kBanudukaumoHHon paboton (BKP).

3apaum NpakTUKK:

OcHoBHOM 3afjayen HaydHO-uUccriefoBaTeNnbCKON paboTbl ABNSETCS npuobpeTeHune
onbiTa B MCCNEOOBaHUM aKTyarlbHOW Hay4yHOW npobnembl, a Takke nogbop HeobOXOAMMbIX
MaTepuanoB A5 BbIMOMHEHMS BbIMYCKHOW KBanMdUKaLMoHHOM paboThl.

Bo Bpems Hay4HO-McCcneaoBaTeNbCKOM NPAKTUKMA CTYAEHT JOJDKEH:

u3y4yume:

- WH(OPMALMOHHbIE  WUCTOYMHWMKM MO  pas3pabaTbiBaemMo TemMe C  Uenbl KX
NCNONb30BaHMA NPU BbINOSTHEHUW BbIMYCKHOM KBaNnukaumoHHOM paboTbl;

- MeTogbl  MOLENMPOBaHUA U UCCNEAOBaHWs  BOMPOCOB  MHGOPMAaLMOHHON
BesonacHocTy;

- MeToAbl aHanm3a M obpaboTKM OaHHbIX, SBNSALWMUXCS BXOAHbIMU ANsi MPOBEAEHMS
Hay4YHOro UccrneaoBaHus;

- WH(OPMALMOHHbIE  TEXHOMOMMM, MNPUMEHSIEMbIE B  HaYyYHbIX  WCCregoBaHMSX,
nporpaMmmHble NPOAYKTbI, OTHOCALWMECS K NpodeccruoHansHom cgepe;

- TpeboBaHus K 0OPOPMIIEHNIO HAYYHO-TEXHUYECKON JOKYMEHTaLMK;

8bIMOSTHUMB:

- aHanus, cuctemartumaaumio n 0606LeHe nHpopMaL MM No TEMe UCCNEAOBaHNN;

- CpaBHeHue pe3ynbTaToB MCCneaoBaHMs o6bekTa pa3paboTkm C OTeYeCTBEHHLIMU U
3apybeXxHbIMK aHanoramu;

- aHanu3 Hay4YHOW N NPaKTUYECKON 3HaYMMOCTM MPOBOAUMbBIX NCCIEA0BaHUN.

10. MecTo npakTukm B cTpyktype OOI: o6s3amensHas Yacmb 6noka b2.

Linkn (pasgen) OOI; B2 | kog aucumnnunbl B YI: 52.6.02(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeH1s y4ebHON NpakTukM oby4vatoLmecs UCnonb3yT 3HaHWS, YMEHUS, COOPMUPOBaHHbIE
B XO[l€ U3YYEeHUs AUCLMNINH

1 B1.0.28 MeToabl onTuMusaumm

2 | b1.0.35 OO6bEeKTHO-OpNEHTMPOBAHHOE NPOrpaMMnUpoBaHme

3 | 61.0.36 BBegeHune B nporpaMmupoBaHue

4 | b1.0.37 MeTogbl nporpaMmMmpoBaHus

5 B1.0.40 Mogenn 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

6 B1.0.42 OcCHOBbI NOCTPOEHUS 3aLUMNLLEHHBIX KOMMLIOTEPHLIX CETEN
7 B1.0.43 OCHOBbI NOCTPOEHUS 3aLLMLLEHHbIX 6a3 AaHHbIX

8 B1.0.44 3awnTa nporpaMmm 1 gaHHbIX

9 B1.0.51 3almra uHopmaumm OT YTEYKM N0 TEXHUHECKMM KaHanam
10 | 51.0.55.01 MeToabl anrebpanyeckon reomeTpun B Kpuntorpagpum

11 | 51.0.55.03 [MporpammMmHas peanusaumnsg KpUNToanropuTMoB

12 | B1.0.55.05 CoBpeMeHHble NpobnemMbl MHOPMaLMOHHOM 6e30NacHOCTU
13 | 61.0.55.06 MeToabl pa3paboTkn U aHannsa MmaTemMaTuyecknx mogenen




14 | oT0.01 | MeTofbl NOBbLILLEHWSI CKPBITHOCTU Nepefayn MHoOpMaLUumn B CUCTEMAX CBA3N

OvcumnnuHel M NpakTVKK, Afs  KOTOPbIX OCBOEHWE OAaHHOW AWCUMNIUHBL  (MOAyns) HeobXoauMMo  Kak
npeglwecTeyoLLee

15 | B2.0.04(Ng) [MpounsBoAcTBEHHAsA NpakTuKa, NpegannioMHas

16 | 62.0.03(H) [MpounsBoAcTBEHHAsA NpaKTuKa, Hay4YHO-UccrnegoBaTenbckasi paboTa

17 | B2.0.06(I1) [Mpon3BoAcTBEHHAs NpakTuKa, MPOEKTHO-3KCNyaTaunoHHas

18 | B3.01(0) lMoaroToBKa K Npoueaype 3awmTbl U 3almTa BbiMYCKHOW KBanMdukauMoHHON paboTbl

19 | ©TA.02 OdpeKTUBHbLIE TEOPETUKO-YNCITOBbIE anrOpUTMbI

11. Bua npaktuku, cnocob n chopma ee npoBeaeHus

Bua npakTukn: npouseodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
Popma npoBeaeHUA NPAKTUKN: QUCKpPemHas.
PeanunsyeTcs yactnyHo B oopme npaktudeckon nogrotosku (Mr).

12. NMnaHnpyemble pe3ynbTaTbl OGY4YeHUs NPU NPOXOXKAEHUN NPAKTUKMU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIe C NIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenibHOM
nporpaMmmbl (KOMNETEHLUMSAMU) U UHAUKATOPaMU UX OCTUKEHUNA:

Ko HasBaHue Koga(bl) WHamnkaTtop(bl) MnaHupyemble pesynbTaTtbl 0Oy4eHus
KoMneTeHunn
OfIK- | CnocobeH co3dasamb | OfIK-7.4 ymeet pabotatb c | YmeTb:

7. npozgpammb! Ha 3bIKax WHTErprvpoOBaHHOWM — paboTaTb C WHTErpMpoBaHHOW cpedon pa3paboTku
8bICOKO20 U  HU3KO20 cpepon pa3paboTkn | nporpammMmHoro oGecneyeHus;
ypoeHsi, npumMeHsimb nporpaMMHoOro — paspabaTbiBaTe W peanusoBbiBaTb Ha  A3blke
Memoos! u obecneyeHs BbICOKOrO  YPOBHSI  anropuTMbl  peLUeHus  TWUMOBbIX
UHCMpYyMeHmarbHble OfIK-7.5 ymeeT paspabaTtbiBaTb M | npodeccuoHanbHbIX 3aaav;
cpedcmea peanu3osbiBaTb Ha fA3blke —  MPUMEHATb MeTO[bl OJHOMEPHON ONTUMU3ALMN MPU
poz2paMmupo8aHusi BbICOKOIO YPOBHS | peLlueHun NpuknagHbIX 3agad.
onsa peweHusi anropuTmbl peLueHns
npod)eccuo:-/aanb/x TUNOBbIX Bna'qe'rb;
3aday, ocywecmensams MPOECCHUOHATTBHBIX HaBblkaMW Pa3paboTKM anroOpuTMOB pELUEHUST  TUMOBbIX
060CHOBaHHbIU  8b160p 3agay npodeccroHarnbHbIX 3a1a4.

UHcmpymeHmapusi OflK-7.11 Bnageet HaBblKamu
npozpaMmmuposaHuss U pa3paboTkM anropuTMoB
crocobos opzaHu3ayuu peLleHust TUMOBbIX
npozpamm npogeccroHanbHbIX
3agad
OfFK-7.13 Ymeet NPUMEHATb
meToAel OHOMEpPHOW
onTUMM3aLmm npu
peLueHun NpUKNagHbIX
3agad.
OfIK- | CnocobeH npumeHsmb | OllK-8.10 ymeeT  paspabaTbiBaTh | YMeTb:

8. memoOosb! Hay4HbIX mopgenn  GesonacHocTu — paspabaTbiBaTh mopenu 6esonacHocTu
uccnedosaHuli npu KOMMbIOTEPHBIX CUCTEM C | KOMMbLIOTEPHBLIX CUCTEM C MCMOMb30BaHMEM HeobXxoaumoro
nposedeHuu 1cnonb3oBaHneM mMaTemMaTuyeckoro amnnapata W CpeacTB KOMIMbIOTEPHOro
paspabomok 8 Heobxoaumoro MOAENUPOBaHWS;
obnacmu obecneyeHus maTtemaTn4eckoro —  NpUMeHsTb meToabl 3KCMepyMeHTarnbLHOro
6esonacHocmu annapata 1 CpPeACTB | pccrefoBaHust NMpu pelleHnn NpodeccmoHarsbHbIX 3a4aq.
KOMIMbIOMEPHbIX KOMMbIOTEPHOIO
cucmem u cemel MoJenupoBaHuns Bnapetsb:

OriK-8.11 Brageet crnocobamut | cnoco6amu MoAenuMpoBaHusi 6e30MacHOCTY KOMMbIOTEPHbIX
MOAENUPOBaHNS cucteM, B TOM 4uCne MOAENVPOBaHUA  ynpaBneHus
6e3onacHocTu [OCTYNOM U MHEPOPMALIMOHHBIMW MOTOKaMW B KOMMbIOTEPHbIX
KOMMBIOTEPHBIX CUCTEM, B | cuCTEMaXx.

TOM yucne
MOAENUPOBaHNS
ynpaBsfeHust JOCTYnom u
WHpOPMaLIMOHHBIMK
noTokamu B
KOMMNbIOTEPHbIX CUCTEMax

OlIK-8.15 ymeet NPUMEHSITb
meToAbl
3KCnepyvMeHTanbLHoro
uccnenoBaHus npu

peLieHum




npoceccroHasnbHbIX
3agay

OrIK- | CnocobeH pewamsb | OFIK-9.15 ymeeT aHanuaupoBaTb U | YMeTb:
9. 3adaqu oueHveatb yrposei — aHanuaMpoBaTh M OLEHUBATb Yrpo3bl MHCHOPMALMOHHON
npogheccuoHarnbHol MHOPMALIMOHHOM 6e30MNacHOCTM OGLEKTA.
dessmenbHocmMu c 6e3onacHocTn 06bekTa;
yyemom mekyuwe20
COCMOsIHUSI u
meHOeHyul passumusi
memodos 3awumel
UHghopmayuu 8
ornepayuoHHbIX
cucmemax,
KOMIMbIOMEPHbIX Ccemsix
u cucmemax
ynpasneHusi b6asamu
OaHHbIX, a  makxe
memodos u cpedcms
3awumsl  UHghopMayuu
om ymeyku o
MexHUYECKUM KaHaram,
cemel u  cucmem
nepedayu uHgopmayuu
OrIK- CnocobeH OlK-13.5 ymeet paboTtatb c | YmeTb:
13. paspabambigamb MHTErpMpoOBaHHbLIMA — paboTtatb c MHTErpMpoBaHHbIMU cpegamm
KOMIMOHEeHMb! cpepamu paspaboTku | paspaboTku NporpamMMHOro obecneyeHus;
rnpoepamMmHbIX u nporpaMmmHoro — popmanusoBaTb NOCTaBEHHYIO 3adadvy;
rnpoepaMmHo- obecneyexus; — paspabaTbiBaTb  3pheKTVBHbIE  anropuTMbl U
annapamHbix cpedcme | OfIK-13.6 Bnageet HaBblkamu nporpaMmsi;
3awumel  uHgopmayuu paspaboTku, OTnagku, — NpPOBOAUTb OLEHKY BbIYUCITUTENBHON CMOXHOCTU
8 KOMIMbIOMEPHbIX [OKYMEHTUPOBaHUSI “ | anroputma;
cucmemax u TeCTUpOBaHVA NPOrpaMm; — nnaHMpoBaTth pa3paboTKy CHOXHOIO MPOrpaMMHOro
npogodums aHanus ux | OflK-13.12 ymeeT  hopmManusoBath | oBecrnedeHus:;
6esonacHocmu MOoCTaBrneHHyto 3aaady; —  NpUMEHSITb MEeTOAbl aHanW3a MPOEKTHbIX PeLUeHMI
Ol1K-13.13 ymeeT  paspabatbiBaTb | ans 0GecreyeHu st 3aLLMLLEHHOCTI KOMMbIOTEPHBIX CUCTEM;
adPeKTUBHbIE — MpPUMEHATb COBPEMEHHble cpeacTBa obecneveHus
anropuTmel N | uHdopmaLmoHHoM 6e30MacHOCTM NPOrpamMM 1 AaHHbIX.
nporpaMmmel;
OflK-13.14 YMeeT NpoBOAUTL OUEHKY | BnageThb:
BbI4MCIINTENLHON — HaBblkamy pa3paboTku, OTnafgKW, AOKYMEHTUPOBaHUS
CNOXHOCTU anropuTMa; 1 TECTUPOBAHMWSI NPOrpamMm;
OfIK-13.15 | ymeer nnaHnposaTb — MeTofaMu OLEHKU KayecTBa roToBOrO MpOrpaMMHOro
pa3paboTky CMOXHOTO | oBecneyeHNs:
nporpaMmMHoro HaBblkaMu pa3paGoTKM anropuTMOB AN PELUEHWUS) TUMOBbIX
obecnedenus; MpochecchoHanbHLIX 3aaay.
BrnageeT meToaamu
OMK-13.16 OLIEHKM KayecTBa
roTOBOro  NPOrpaMMHOro
obecneyeHus;
BrnageeT HaBblKamu
pa3paboTkM anropuTMoB
OrK-13.17 0N peweHus TUMoBbIX
npodeccnoHanbHbIX
3agav;
Ymeer NpUMEHATb
meToapbl aHanusa
OMK-13.19 MPOEKTHbIX pELLeHU Ans
obecneyeHus
3aLUMLLEHHOCTH
KOMMNbIOTEPHbBIX CUCTEM.
YmeTb NpYMEHSTb
COBpPeMeHHble cpefcTBa
OMNK-13.21 obecneyeHus 3
WHpOpMaLMOHHOM
6esonacHoOCTM nporpaMm
W AaHHbIX
OrIK- CnocobeH CnocobeH NpUMeHsITb | 3HaTb:
2.1. pa3spabambigeamb 3 EKTVBHBIE NMPUHLIMMbI — TpeboBaHMs OCHOBHbLIX CTaHOApPTOB MO  3awuTe
ansopummbl, pa3paboTku CPEACTB | KOMMbIOTEPHBIX CUCTEM U CETEN.
peanusyoujue OMK-2.1.1 3aWmTbl  MHdOPMaLuM ¢
co8peMeHHbIe 1cnonb3oBaHNeM YmeTb:
Mamemamu4yeckue aKTyarbHbIX — NPUMEHATb  3peKTUBHbIE MPUHLMNBLI  paspaboTku
MemoOhb! 3awumbl MaremMaTu4eckunx cpeacTB  3awmThl  MHOpMauMM € MCMONb30BaHWEM
UHghopmayuu mMeToaos aKTyanbHbIX MaTeMaTn4ecknx MeToaoB;
3Haet TpeGoBaHus — KnaccuguumposaTb MHMOPMALIMOHHLIE CUCTEMbI MO
OlMK-2.1.2 OCHOBHbIX CTaHAAPTOB MO | TpeboBaHMAM 3alUTbl MHGOPMaLMK;
3awuTe  KOMMbIOTEPHBIX — paspabaTbiBaTtb nporpaMMHble  anroputMbl €

CUCTEM W ceTen




CnocobeH

NnpuMeHeHneMm MaTemMaTuy4ecKnx mMogenen AnA  OUEHKU

knaccuduumpoBaTtb 6e30nNacHOCTN KOMMbIOTEPHbBIX CUCTEM.
OnK-2.1.4 MHGOPMaLMOHHbIE .
cucTeMbl no | Bnapgetb:
TpeGoBaHMAM  3alLUTI — a(pPeKTUBHLIMM  NpUHUMNAMKU  pa3paboTkn CPeacTs
UHdbopmaLmy 3aWmMTbl  MH(OPMaUMM C  UCMOSMb30BAHMEM  aKTyarlbHbIX
CnocoBeH mMaTemMaTn4yecknx MeToaoB;
pa3pabaTbiBaTb
NPOrPaMMHbIE — cpeacTBamu paspaboTku MPOrpaMMHbIX anropuTMoB ¢
ANOPUTMBl ¢ | MPYMeHeHMemM MaTematudeckux MOAernen Ans  OoueHKkM
6e30nacHOCTN KOMMBIOTEPHbBIX CUCTEM.
OlK-2.1.5 npumMeHeHnem
maTtemMaTu4eckux
mopenen AN OUEHKW
6e3onacHocTu
KOMMNbIOTEPHbBIX CUCTEM
MK-1 CriocobeH nposodumsb MpumeHsieT TexHomorum | YMeTb:
aHanu3 mpebosaHuli u 06paboTku AaHHbIX, — NPUMEHATbL TEXHONOMMN 06PabOTKM AAHHBbIX;
8bINONHAML pabomei o aHanusnpyer — aHanuanpoBaTh BO3MOXHOCTM 1ConbL30BaHNSA
poeKmuUposaHuto BOSMOXHOCTU X | TexHomornit  obpaBoTkM  AaHHbIX  Npu  paspaboTke
npoepammHoZ0 MK-1.3 MCMOMNb30BaHMSA TPV | nporpammHoro  ofecrieveHnsi B  NPOdecCUOHanLHOM
obecrieyeHusi c pa3paboTke [EATENbHOCTH.
npumeHeHuem nporpaMMHoOro
Mamemamu4yecKux obecneyeHus B
memodos 3awumai npodeccroHanbHomn
AesTensHOCTH
CriocobeH nposodums Mpumenser YmeTs:
uccrnedosaHusi Ha 8cex apdeKkTMBHbIE MEeToabl U — MpUMeHATb  3deKTMBHbIE MEeTOAbl W CPeacTsa
amanax  KUSHEHHO20 | v 5 4 CpeacTBa MNaHWMpOBaHWA | nnaHMpoOBaHWs WM OpraHu3auuuM  WUCCNegoBaHud U
yukna cpedcme " opraHusaumn | pa3paboTok;
3awumsl  UHgopmMayuu uccneaosaHni " — ucnonb3oBaTb  TUMOBOE U CneumanvM3MpoBaHHOe
8  npogheccuoHarbHoul paspaboTtok nporpaMMHoe  obecredeHne, MPOBOAUTL  KOMMbIOTEPHOE
OesimenibHOCMU MK-2.2 Ucnonsayet MeTodbl | uccriegoBaHue, (OpPMUpOBaTb OMNUCaHWE pesynbTaTtoB U
nposeAeHust chopMynmpoBaTh BbIBOAbI;
9KCNepumMeHToB n — NPOBOAUTL TeopeTU4eckne U 3IKcnepumMeHTanbHble
HabrioneHni, uccnefoBaHWs YPOBHEWM 3alUMLLEHHOCTW WHdopmauun B
0606LeHus 1 06paboTKA | KOMABLIOTEPHBLIX CUCTEMAX U CETSIX.
MHpopMaumu,
nony4YeHHowm B xofe | Bnagetb:
nccneaosarmm — MeTogamu npoBeaeHws 3KCMEPUMEHTOB "
MK-2.3 VcnonbsyeT TWNOBOE W | \a6nionennii, oBoblieHMs M 0B6paboTkM  MHOPMALMK,
[1K-2 cneumanisnposaqHoe MOMyYEeHHOI B XOfe UCCIIefoBaHMIA.
nporpaMmHoe
obecneyeHne, nposoaUT
KOMMbloTEPHOE
uccnegosaHve,
dopmupyet onucaHue
pe3ynbTaToB "
dopmynupyert BblBOAbI
MK-2.5 Mposogut
TeopeTnyeckme "
3KcnepvMeHTanbHble
MCCNefoBaHNs  ypoBHEN
3aLUMLLEHHOCTH
MHdopMauum B
KOMMbIOTEPHBIX CUCTEMAX
N ceTsix
lK-3 CnocobeH MK-3.1 dopmupyeT U NpuMeHsieT | YMeTb:
ocywecmerisims aHanUMTMYeckyl Moaenb — (hOpMUPOBaTb M MPUMEHATb aHANUTUYECKYI0 MOAEMNb
paspabomky, aHanus u 3 heKTNBHOCTH 3(hheKTUBHOCTM BHEAPEHUS CPEeACTB 3aluUThl MHOpMaLMK
obocHosbI8amb BHeapeHus CPeacTB | pasnuyHbIX KIaccos
3¢hcheKkmueHoOCMb 3amThbI UHbopmaumumu — aHanuampoBaTb 3PMEKTUBHOCTL (DYHKLIMOHMPOBAHUS
NpuMeHsieMbiX pasnmn4HbIX Knaccos nporpaMMHbIX CpeACcTB 3auThl UHpopMaLmn.
MamemMamu4ecKux MK-3.3 AHnanusupyet
mMemodos 3auumsl 3P eKTUBHOCTL Bnapgetb:
uHgopmayuu, bYHKLMOHNPOBAHMS —MeTomamM UM cpeacTBamMu  NMPOBEMEHWS  aHanmaa
BO3HUKaOWUX fipu NPOrPaMMHbIX  CPEACTB | 35,1 11111eHHOCTU MPOFPAMMHBIX M MPOFPaMMHO-annapaTHbIX
pabome rnpoepaMMHbIX 3aLUMTbl UHhopMaLMn CPEeACTB 3aLUTHI MHOPMALIMM.
u npozspamMmHo- | MK-3.5
annapamHbix  cpedcme BbinonHset aHanms
3awumsl  UHghopMayuu SalLMILSHHOCTU
npu POWEHUU nporpaMMHbIX "
MPOGECCUOHATbHBIX, nporpaMMHo-annapaTHbIX
uccrnedosamernbCKux U cheAcTs saLmThl
nHdopmauum

rpuknadHbix 3aday

13. O6bemM NpakTUKM B 3a4€THbIX eguHULAX / aK. vac. (6 coomeemcmeuu ¢ y4ebHbIM nnaHoMm) —

8/288.




Popma NpoOMEXYTOYHON aTTecTaummn 3a4em ¢ OUEHKOU.

14. TpypoeMKocTb NO BuAam y4ebHown paboTbl

TpynoemMkocTb
Bup, y4ebHoit paboThbl Beero :O cereeTpal
u. uy., B opme
nn
Bcero yacos 288 288 203
B TOM YumCre:
KoHTakTHas paborta (Bkntovas HAC) 4 4 3
CamocTosaTenbHaga paboTa 284 284 200
UToro: 288 288 203

15. CopepxaHue npaktuku (mnu HAP)

n/n
Pasgenbl (atanbl)
NpPakTUKK

Buabl y4ebHon paboThbl

O6bem yyebHou paboThl, Y

KoHTaKTHble
yachbl

CamocTtoaT
enbHasa
paboTta

1. OpzaHu3ayuoHHO-
rnodazomosumeribHbil
amarn

MpoBegeHne  cobpaHUss MO  opraHu3auun  MPaKkTUKK;
YCTaHOBOYHbIV MHCTPYKTaX MO 3ajavam, cpokam u Tpebyemon
OTYETHOCTMW; MHCTPYKTaX MO TexHuke GesonacHocTu paboThl;
dopMmynuMpoBka 3adav Ans pelleHus B XoA4e MpakTWKK;
noaroToBKa OOKYMEHTOB, noATBepXKaatoLLmMX akT
HanpaBneHuss Ha MpakTUKy; MorfydeHne 3agaHus  OoT
pYKOBOAMTENS! NPAKTUKW; NPOU3BOACTBEHHBIN MHCTPYKTaX
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2. Hay4Ho-
uccriedogamersibCKull
aman

1) BbIOOp Tembl uccrnedoBaHWs; onpeerneHne npobnemel,
obbekTa M npegmeTa uccrnegoBaHus; 2) dopmynMpoBaHue
Lenu 1 3agad uccnefoBaHus (aHanm3 UCXOAHbIX AaHHbIX A4S
peLlueHns nocTaBreHHoW 3agjayu; nokanusauusi
npobnemaTtunkn, obbekTa W npegmeTa uccnenoBaHus); 3)
TEOpeTVYeCckui aHanua nuTepaTypbl U UCCregoBaHWn no
npobneme, nogbop HeOOXOAMMBIX WCTOYHMKOB MO Teme
(naTeHTHble MaTepuanbl, Hay4yHble OT4YEeTbl, TeXHWYeckas
OOKyMeHTaums w  ap.); cocTtaeBneHuwe 6ubnuvorpacdun; 4)
dopmynupoBaHve paboyer runoTesbl; Beibop 0bopyaoBaHus
ANA  pelleHnss MOCTaBfeHHOW 3ajadn; 5) paspaboTka
MaTemMaTW4ecKoro, anropuTMUYEcKoro WnIM MNPOrpaMMHOro
obecneyeHnss HeobxoAMMOro AN peLleHWs MNoCTaBfeHHON
3aa4M OCHOBbIBAsiCb Ha Te3ncax paboyewn rmnoTess.

100

3. | Oman ebinonHeHus
uccredosamerbCKuX
pabom no
UHOUBUAyanbLHOMY
nnany

Onpepenexve npobnemsl, obbekTa " npeameta
nccnegoBaHus, dopmynupoBaHue uenm " 3agad
UCCnefoBaHUsi, TEOpPEeTUYECKUA aHanua nutepaTtypbl  U©
uccnefoBaHuii no npobneme, nposefeHve ob3opa u BbIOOp
COBPEMEHHbIX UHGOPMALMOHHBLIX TEXHOMOIUA, crneumnanbHoro
nporpammHoro obecnedeHnss 1 06opyaOBaHUS AN peLleHus]
MOCTaBIEHHOW 3a4ayn Mo aHanuay 3allMLLIEHHOCTN obbekTa
nHopMaTM3aummn; NpoBedeHNe CaMOCTOATENbHOMO peLleHUs
chopmynMpoBaHHOW HayyYyHOW 3ajayu, uccrneaoBaHum wn
9KCNEPVMEHTOB.

100

4. OgpopmneHue
omyéma no umozaam
rnpakmuku

Onwncanune npogenaHHol paboTel C CaMOOLEHKOW pe3ynbTaToB
BbIMOMHEHMS HAP; dopmynupoBaHue BbIBOZOB 7
npeanoXxeHun no oprannsaumm HAP.

60

Cop,ep>|<aH|/|e I'IpaKTI/I‘-IeCKOVI noaroToBKU Mpu npoBeaeHN NpPakTukmn ycTtaHaBIIMBAETCA
ncxoga U3 copgepXxaHma wm HanpabBJiEeHHOCTU o6pasoBaTean0|?1 nporpamMmmbl, coaepxaHuA

npakTukn, ee ueneM wn 3agau.

FlpaKqueCKaﬂ noaroToBka npu npoBedeHUN NPaKTUKAU

HanpasreHa Ha hopMMpPOBaHNE YMEHUI N HaBbIKOB B COOTBETCTBUN C TPYAOBbIMU AENCTBUSMMN
n (Mnn) TPyAOBbIMM PYHKLMAMM NO Nnpocunto obpasoBaTenibHON NPOrpaMmbl.




lMpakTuyeckas nNOAroToBKa NPOBOAMTCS MNYTEM HEMNOCPEACTBEHHOrO  BbINOSIHEHUA
obyvarowmmmca onpedeneHHblx BMAOB paboT, cBA3aHHbIX C Oyayuien npodeccrMoHanbHOM
AEATENbHOCTbLIO, CNOCOBCTBYHOLNX (POPMUPOBAHMIO, 3AKPENIIEHNIO U PA3BUTUIO NPaKTUYECKMUX

HaBbIKOB M KOMMETEHLUUI Mo Npoduso COOTBETCTBYHOLWEN 06pa3oBaTeNIbHON NPOrpaMmbl.

Ne | Tunbl 3apay | dopmupyemble dopmupyemble
n/n | NpoeccroHanbHol | npodeccrnoHanbHble KOMMNeTEeHLUM obwenpodeccnoHarnbHble
AeATeNnbHOCTH KOMMEeTeHLUUN cneyunanusauum
1 Hay4Ho- lK-1.3 lMpumeHsiem mexHosoauu OrlK-2.1.1 CriocobeH PUMEHSIMb
uccriedosamersibCKull obpabomku 0aHHbIX, aHanuaupyem | acbcbekmusHble MPUHUUIb! paspabomku
803MOXHOCMU  UX  Ucronb3oeaHusi npu | cpedcme 3auumel UHghopmayuu c
paspabomke rpozpaMmMHO20 obecriedeHusi 8 ucrnonb308aHUeM aKkmyarsibHbIX
npogheccuoHarnbHol 0esimenbHOCMU. MamemMamu4ecKkux Memodos.
l1K-2.2 Wcnonb3yem memodb! rpogedeHus
3KCrepumMeHmos u HabnodeHud,
0bobuweHusi u obpabomku uHgbopmayuu,
rony4eHHoU 8 xode uccredogaHul.
lK-2.3 Ucnonsdyem muriogoe u
crneyuanu3uposaHHoe rnpozpammHoe
obecrnieyeHue, MpPosodUM KOMITbIOMEPHOe
uccrnedosaHue,  ¢hopmupyem  onucaHue
pesynbmamos u ¢hopmynupyem ei8o0hbl.
l1K-2.5 [Ipogodum meopemuyeckue u
3KcrepuMeHmarbHbie uccnedosaHusi
yposHel 3awjuuweHHocmu uHgopMmauyuu 8
KOMIbIOMEPHbLIX cUCmeMax U cemsix.
MK-3.1 ®opmupyem u  npumeHsem
aHanumu4eckyto mMoodesb aghghekmusHocmu
8HedpeHus1 cpedcme 3alwumsl UHhopMayuu
PasnuUYHbIX KI1accos.
lK-3.3 Awnanusupyem  aghgpekmusHocmb
YHKUUOHUPOBaHUS Npo2pamMMHbIX cpedcms
3awumsl UHghopmayuu.
2 lNpoekmHnbIl l1K-3.5 BoinonHsem aHanus
3awuuwieHHocmu npoz2pamMmmMHbIX u
rpoepamMMHo-arnnapamHbIx cpedcme
3awumsl UHghopmayuu
3 KoHmpornbsHo- rK-2.1 lMpumeHsiem agbgpekmusHble OriK-2.1.2 3Haem mpebosaHusi OCHOBHbIX
aHanumuyeckuli memoObl U cpedcmea [naHuposaHusi U | cmaHOapmosg [0  3awume  KOMIbMepPHbIX
opeaHu3sayuu uccnedosaHull u pa3pabomok. cucmem u cemed.
OrllK-2.1.4 CriocobeH  knaccuguyuposams
UHGOPMaUUOHHbIE cucmeMbl Mo mpebosaHusIM
3auwumsl UHghopmayuu.
4 OkcrnnyamayuoHHbIU OflK-2.1.5 CnocobeH paspabamsieamsb
npozpamMMHble  an2opummbl € MPUMEHEHUeM
Mamemamuyveckux — modenel  Onsi  OUEHKU
6e30rnacHOCMU KOMIbIOMEePHbIX CUCMEM.

16. MNepeyeHb y4eOHOM nuTepaTypbl, pecypcoB ceTu «MHTepHeT», HeobxoauMbIX Ans
NPOXOXAEHUSA NPaKTUKKU (CriucoK numepamypbl 0ghopMrissemcss 8 coomeemcemauu ¢ mpebosaHusmMu
'OCT u ucrnonb3yemcsi obw,asi Ck8o3Has HyMepauusi 0111 8cex U008 UCMOYHUKO8)
a) OCHOBHaga nuTepaTtypa:

Ne n/n

MNCTOYHMK

1.

Wknsp, M.®. OcHoBbl Hay4HbIx uccnegosanun / M.®. Wknap. — Mockea: Jawkos n Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.

2.

HosukoB A.M., HoeukoB [1.A. MeTogonorus Hay4yHoro uccnegosanus. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.

MenbHukoB B. I1., KnenimeHos C. A., lNeTpakos A. M. MHdopmaumnoHHas 6e3onacHOCTb 1 3awmTta
nHdopmauun. - M.: Akagemunsa, 2007. — 330 c.

6.

OcHoBbI ynpaBneHus nHPopMaLMoHHOM 6e3onacHocThio: [y4ebHoe nocobure Ans cTyaeHToB
BY30B, 00y4aloLLMXCA MO HanpaBneHWsam NoAroTOBKM (CneumanbHOCTAM) YKPYNHEHHON rpynnbl
cneumanbHocTen 090000 - "MHdopm. 6esonacHocTb"] / A.lN. Kypuno [ ap.]. — 2-e nsa., uncnp. —
Mocksa: Nopsyvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpasneHus
WHpopmaLunoHHon 6e3onacHocTblo ; KH.1) .— bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

Kpakosckun, KO.M. NHdopmaumnoHHas 6e3onacHoOCTb 1 3awwmTta nHdopmauun: ydebHoe nocobme

5 | AndcTyA. 0o6y4. no cneumanbHOCTU «NHPOPMALIMOHHBIE CUCTEMBI M TEXHONOMMNY OHEB. M 3A0M.

" | dopm obyyenus / KO.M. KpakoBckun. — M.; PoctoB H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbiv kKypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
OneriHuk IM. T1. KopnopaTtuBHble MHOPMaLUOHHbIE CUCTEMBI: ANng 6akanaBpoB M CneLmanmcToB:

6. | y4ebHuKk onsa cTtyq. By3os, 06y4y. no Hanpasn. 080800 "MpuknagHas nHdopmaTtmka (no
obnactam)" u gp. akoH. cney. — ClN6.: MNurtep, 2012. — 176 c.
docTtep, xenmc. 3awmra OT B3fioma: COKEThI, akcnnonThbl, shell-koa: / x. doctep, M. MNpanc ;

7 nep. c aHrn. A. A. CnunHknHa .— Mocksa : IMK lNpecc, 2008 .— 784 c. : un. —

" | (UHdopmaLmoHHaga 6e3onacHoCcTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.
Ckyauc, 3. NpoTnBocTOsiHNE XakepaM. [NowaroBoe pykoBOACTBO MO KOMMBbIOTEPHBIM aTakam U

8 acppekTnBHOM 3awmTte/ 3. Ckyamnc. — Mockea: OMK lMpecc, 2009. — 512 c. : un. — (3awmTa un

" | agMmuHncTpmpoBanune) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1112>,
ony6, Bnagumup AnekcaHgposud. 3awmta oT Bpe4OHOCHOTO NporpaMmMHOro obecneyeHuns:

9. | yuebHoe nocobue ansa By3or / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: JIOIN BIY, 2006. —
31 c. — bubnwmorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
Xoapga, Mawkn. 19 cmepTHbIX FpexXoB, yrpoxarwLmx 6e3onacHocTy nporpamm. Kak He gonycTuTb
TUNMYHBIX ownBok/ M. Xosapa, [. Ne6nank, [x. Buera; aeT. npeaucn. A. MopaH. — Mocksa:

10. | MK lpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

11 3anues O.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /

" | O.B. 3anues. — CI6.: BXB-lMeTtepbypr, 2006. - 304 c.

12. | MpockypwuH B. I'. 3awuta nporpamm 1 AaHHblx - M.: Akagemus, 2011. — 198 c.
YnpasneHve BHegpeHnemM MHHPOPMALIMOHHBIX CUCTEM: KypeC nekunin: y4eb. nocobue ans

13 | CTYAEHTOB By30B, obyyvaroLmxcsa no cneumansHOCTaM B obractu uHgopm. TexHonorui / B.U.

" | Fpekyn, I'. H. deHuweHko, H.J1. KopoBkuHa. — M.: IHTepHeT-YH-T nHdopMm. TexHonorunn, 2008.
[OnekTpoHHbIn pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 KOpuH U.KO. TeopeTnyeckme n npaktmyeckme 0CHoBbl 3almTbl MHGopmaummn. 2012.
" | http://library.sgu.ru/uch_lit/620.pdf.

6) gononHuTenbHasa nuTeparypa:

Ne n/n

NcTouHnk

15.

Mypowmuesa A. B. NckycctBo npeseHTaumnn. OCHOBHbIE NpaBura 1 npakTuyeckne
pekomeHgauun / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

16.

KpyunHuH, B.B. KomnbloTepHbIe TEXHONOMMM B HaY4HbIX MCCrEeA0BaHUsX: y4ebHo-
meToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (TomMckuin rocyaapCTBEHHbIV
YHVUBEPCUTET CUCTEM YNpaBrneHUs 1 pagnoanekTpoHukn), 2012. — 57 c. — Pexwum gocTtyna:
http://e.lanbook.com/books/element.php?pll id=11269.

17.

AHppees, .. OcHoBbI Hay4YHON paboTbl U1 METOAOMNOrMA ANCCEPTaLMOHHOIO nccnegosaHus /
.. Angpees, B.B. BapeuHeHko, B.C. Bepba. — Mocksa: ®uHaHCbl u cTatuctuka, 2012, —
296 c. — Pexxum goctyna: http://e.lanbook.com/books/element.php?pll_id=28348.

18.

Cuctembl n cpeactea nHgopmaTtukn: ExerogHuk / 'n. pea. N.A. Cokonos. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depepanbHbI 3akoH OT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLNOHHBIX
TEXHOMOormsaX 1 o 3awwmte nHgopmauumny // CobpaHue 3akoHogaTenbcTBa Poccuinckom
Ddepepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

denepanbHbIn 3akoH oT 27 uions 2006 roga Ne 152-03 «O nepcoHanbHbIX AaHHbIX» //
CobpaHue 3akoHogaTtenbcTBa Poccuiickon ®epepaunun, 31 nona 2006 roga Ne 31 (1 4.), cT.
3451,

21.

FOCT P UCO/M3BK 27001-2006 NHdopMaumnoHHasa TexHonorus. MeTtogbl 1 cpeacrea
obecneyeHus 6esonacHocTn. CucTeMbl MEHEIKMEHTA MH(OPMALMOHHOM 6e30MacHOCTH.
TpeboBaHus. (yTBepxaéH n BBeAEH B Aenctaeue Npukasom degepanbHOro areHTcTea no
TEXHUYECKOMY perynvpoBaHuio n metponoruu ot 27 gekabps 2006 r. Ne 375-cT).

22.

Mpuka3 ®egepanbHon cnyxo6bl MO TEXHUYECKOMY U SKCMOPTHOMY KOHTporto Poccum ot 11
deBpans 2013 roga Ne 17 «O6 yTBepxaeHun TpeboBaHuiA 0 3awmuTe nHopmMalmm, He
COCTaBnsatoLEen rocyadapCTBEHHYIO TanHy, cogepKallencs B rocygapcTBEHHbIX
MHpopMaUMOoHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3 ®egepanbHoOn cnyObl MO TEXHUYECKOMY U SKCMOPTHOMY KOHTporto Poccun ot 18
deBpans 2013 roga Ne 21 «O6 yTBepXXaeHUn coctaBa 1 cogepkaHnsi OpraHn3aumMOHHbIX U
TEXHUYeckux mep no obecneveHuo 6e30NacHOCTN NepPCoHanbHbIX AaHHbIX NpU X 06paboTke B



http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

VMH(OPMALIMOHHBIX CUCTEMaX NepcoHanbHbIX AaHHbIXY // Poccuinckas raseta, Ne 107,
22.05.2013.

MeToanyeckunii AOKYMeHT. Mepbl 3awuTbl MHPOPMaLMKM B rOCyAapCTBEHHbIX MHGOPMaLMOHHbIX

24 cuctemax (yrB. PCTIK Poccum 11.02.2014).

MoctaHoBneHue MNpaButensctea Poccuiickon Pegepaumm ot 1 Hos6ps 2012 roga Ne 1119 «O6
yTBEpXaeHUn TpeboBaHUn K 3aLuTe NepcoHanbHbIX AaHHbIX Npu X 0bpaboTke B
MHAOPMALIMOHHBIX CUCTEMAX NepcoHanbHbIX AaHHbIX» // CobpaHue 3akoHoOoaTeNnLCTBa
Poccunckon degepaumm, 05.11.2012, Ne 45, cT. 6257.

25.

Mewepsikos B.A., XKenesHsk B.I., BoHpapb A.O., Ocunenko A.J1., BabkuH A.H. lNepcoHanbHbie
AaHHble: opraHmsauusa obpaboTkm n obecneveHns 6e3onacHOCTY B opraHax rocyaapCTBEHHOM
BNacTu n mecTtHoro camoynpasneHus / lNog pen. B.A. MewwepsikoBa. — BopoHex: BopoHexckuii
nHctutyT MB[ Poccun, 2014, — 186 c.

26.

MocTaHoBneHne npaButenbcTea BopoHexckon obnacTtu ot 28 anpens 2011 roga Ne 340 «O6
YyTBEPXXAEHUUN MOSOXEHNS O €4MHOM peecTpe rocyaapCTBEHHbIX MHPOPMALMOHHBIX CUCTEM
BopoHexckoi obnactmny» // CobpaHune 3akoHogaTenscTBa BopoHexckon obnactn 20.06.2011 Ne
4, ct. 285.

27.

Epmowkun H.H., TapacoB A.A. CTpaTtermsi UHpOpMaLMOHHBIX TEXHONOMMI NpeanpuaTua. M.:

28.
8 M3a-8o MocKoBCKOro rymaHmntapHoro yHmeepcuteta, 2003.

KopHees W.K., CtenaHoB E.A. 3awmTta nHdopmauun B oduce. — "Magatenscteo MNpocnekt”,

29- 1 5008. — 333 .

AnekcaHgp JopoHuH. busHec-pasBegka http://fxt.com.ua/business_literatura/131-aleksandr-

30. doronin-biznes-razvedka.html.

31. | TaHeH6aym 3. KomnbtoTepHble cetn / 3. TaHenbaym. — CI16.: MNMutep, 2005. — 991 c.

Banbix A.C. OueHka BO3MOXHOCTEN aTaku Ha nHdopmaLmoHHyto cuctemy / A.C. Banbix, C.A.
32. | Banbix // KubepHeTtunka u Beicokue TexHonornm XXI seka: matep. Xl mexgyHapopn. Hay4.-Tex.
KOH®., BopoHex, 11-12 mas 2011 r. — Boponex : UMNL BI'Y, 2011. - T.1. — C. 91-96.

33. | Naptbika T.J1. UndbopmaumoHHas 6esonacHocts M.: POPYM, 2007.

MenbHukos, Bnagnmunp MNasnosud. UHdopmaumnoHHas 6e3onacHoCTb 1 3awmta nHopmaunm:
y4yebHoe nocobue anga cTyq. By3oB, 06y4. no cneyunansHocty 230201 "NHdopmaunoHHbie
cuctembl n TexHonorun" / B.IN. MenbHukoB, C.A. KnenmeHos, A.M. MNeTtpakos; noa pea. C.A.
Knenmenosa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbicluee npodeccnoHansHoe
obpaszoBaHue. NHopmaThka 1 BblYMCNIUTENbHAs TexHuka). — Bubnuvorp.: ¢.327-328 .— ISBN
5-7695-2592-4.

34.

AHppuaHoB B.N."LLUNnoHckune WwTy4kn" n ycTporcTBa AN 3alimTbl 0OBEKTOB, 1 MHDOpMaLun:

35. Cnpag. nocobue / B.A.bopoanH, A.B.CokonoB. — C-[16.: JlaHb, 1996.

Abanma3zoB 3.M. MeToabl U UHXEHEPHO — TEXHUYECKNE CpeacTBa NPOTUBOAENCTBMS

36. MHopmaunoHHbIM yrpo3am / O.M.Abanmasos. — M.: 'poTek, 1997.

Bacunescknii N.B. Cnocobbl 1 cpeactea NpeaoTBpalleHms yTeyuku nHopmaumm no

37 TexHu4eckum kaHanam / N.B.Bacunesckuin. — M.: HINL "Henk", 1998.

38. | XopeB A.A., Cnocobbl n cpeactea 31 / A.A.Xopes. — MO P®, 1998.

FOCT P UCO/M3K 15408-2002 «NHGopMaumnoHHasa TexHonornsa. MeTtoabl 1 cpeacTtea
obecneyeHns 6esonacHocTu. Kputepum oueHkn 6e30nacHOCTM MHAOPMAaLMOHHBIX
TEXHONorMmy», NPUHAT 1 BBeAeH B AencTtaue MNoctaHosneHnem NocctaHgapTta Poccun ot 4
anpens 2002 r. Ne 133-cT.

39.

NCO/M3K 31000:2009 «YnpasneHune puckamu. MNpuHuunbl n HanpaeneHus», ISO Technical

40. Management Board Working Group, 2009.

MCO/MBK 31100:2009 «YnpasneHue puckamu. Metoamkm oueHkn puckay, ISO Technical

4l Management Board Working Group, 2009.

FOCT P MCO/M3K 27005-2010 «MHdopmaLmoHHasa TexHonorus. Metoabl 1 cpeacTtea
obecneyeHns nHPopmauMoHHoN 6e3onacHoCTU. MeHeHKMEHT prcka MHAOPMaLMOHHON
©esonacHocTuy», yTBEPXXAEH U BBeAeH B AencTaue Mpukaszom PenepanbHOro areHTcTea no
TeXHU4eckomy perynupoaHuto u metponorum ot 30 Hosbpst 2010 r. Ne 632-cT.

42.

B) MHOPMALIMOHHbIE 3NEKTPOHHO-00pa3oBaTenbHble pecypchbl (0duumanbHble Pecypchl MHTEPHET)*:

Ne n/n Pecypc

1. OBC NaHb

OBbC «YHuBepcuteTckas bubnmoTeka online»

OBC «3nekTpoHHas 6ubnuoteka TexHnyeckoro BY3a» (3B5C «KoHcynbTaHT cTygeHTa»)

3BC IOPAUT

OnekTpoHHasa 6ubnmnoteka y4ebHo-MeToaNYeCKNX MaTepuano BIY. Pexum goctyna: http://www.lib.vsu.ru

http://www.cryptopro.ru

http://www.infotecs.ru

NG~

http://www.lissi-crypto.ru/



http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

9. http://www.signal-com.ru
10. | http://www.shipka.ru

* Bnavane ykasbiBaoTcd OBC, ¢ koTopbiMn umeroTca pgoroBopa y BIY, 3arem OTKpbiTble SMNEKTPOHHO-
obpasoBaTtenbHble pecypchbl U T.A4.

17. OOGpasoBaTesfibHble TEXHONOrMU, MPUMEHAeMble MpPU NPOBeAEHUN MNPAKTUKU U
MeToAnYecKMne yKasaHusa Ona oby4varowmxcs No npoxXoX4eHUI0 NPaKTUKN

HWP - camoctoaTenbHoe wuccregoBaHwe cTyaeHTa, oopMSIeHHOe B BUAE Hay4HOro
otyeTa. HUP aBnsetcs oba3aTenbHON YacTbio y4ebHOro nnaHa.

OcHoBHbIMK 3agadvammn HAP aenatoTtca:

1) gaTb BO3MOXHOCTb CTYAEHTY MPOBECTU CaMOCTOSITENBbHOE HayyYHOe uccrenoBaHue,
yrnybuTb 3HaHWs NO cneumanbHbIM UCUMNIINHAM;

2) onpeaenuTb CNoCoOBHOCTb CTyAEHTa BbIMOMHATL HaydHOE UcCredoBaHWe Ha YpPOBHE,
COOTBETCTBYHOLLEM KBanudukauuu.

HWP copepxat cnegyloume OCHOBHble 4YacTu: BBeOeHWE, Teopus, 9SKCMEepPUMEHT,
pesynbTatbl, o06CyXaeHWe pes3ynbTaToB, BbIBOAbI, 3akflOYEeHWe, 3amMedaHusd, ChUcoK
nutepaTypbl. AHHOTaumss o6bemom He Bonee 0,5 cTpaHMUbl pacnonoXxeHa nocne TUTYNbHOro
nnucta n npegwecteyet «CopepxaHuto». Cnncok ByKBEHHbIX O0OO3HaYeHUrM U COKpaLleHUN
cnepnyert 3a «CoagepxxaHmemy. PUCyHkM 1 Tabnuubl pacnonaratoTcs No TEKCTY MOCIE CCbINIOK Ha
HuX. PaboTy HeobxoguMMO HanmucaTb akKypaTHO, FpamMOTHbIM Hay4yHbIM s3blkOM. XKecTkue
TpeboBaHnsa Kk 06bemy paboTbl OTCYTCTBYIOT. OPUEHTUPOBOYHO MOXHO MOCOBETOBATb 0OBLEM
HWP B npegenax 30-50 ctpaHuy,

OTyeT noO npakTuKke [JOfKeH OblTb W3NOXEH TEXHUYECKM T[PaAMOTHbIM S3bIKOM C
NnPUMEHEHNEM peKoOMeHOOBaHHbIX TepMMHOB W abbpesuatyp ©6e3 opdorpaduyecknx u
rpaMmmaTryeckmx owmnbok. MNMpencraBneHHbIN OTYET NO NPaKTUKE OLEHMBAETCHA Ha COOTBETCTBME
MHOpMauuK, NpeacTtaBreHHONn B oTvyeTe, AaHHbIM M3 MHGOPMAUMOHHBLIX pPecypcoB obLuiero
poctyna cet IHTepHeT, maTepmanos Nekumn, y4ebHOM 1 TEXHUYECKOW NnTepaTypbl.

CTpyKkTypa oTyeTa no npakTmke

1. OTyeT no nNpakTUKe AOSMKEH BKMNHOYaTb TUTYMbHbIN NUCT, CoAEepXaHwe, BBEAEHUE,
onMcaHne TEeOpPEeTUYECKNUX W MNpPaKTUYEeCKNX acheKTOB BbIMNOMIHEHHOW paboThbl, 3akrf4veHue,
CMMUCOK UCMONb30BaHHbLIX NCTOYHUKOB, NPUIOXEHUS.

2. Ha tutynbHOM nucTe JormkHa 6biTe NpeacTaBneHa TemMa npakTuky, rpynna u pammnus
CTyAeHTa, AaHHble O npeanpuatn, Ha 6a3e KOTOPOro BbLINOMHANACb MNpakTuka, damMunus
pykoBoauTeEnNs.

3. Bo BBegeHun cTyaeHTbl JOMKHbI AaTbh KpaTKOe onucaHne 3agayu, pelaemMon B paMkax
NPaKTUKN.

4. B OCHOBHOM 4acTu oT4yeTa CTyAeHTbl NpMBOAAT nogpobHoe onucaHwe npoaenaHHoOn
TeopeTn4eckon n (Unu) npakTmyeckom paboTbl, BKNYasa onucaHne n 06ocHoBaHMe BblOpaHHbIX
peLleHnin, onMcaHme nporpamMm v T.4.

5. B 3akntoueHnn gaeTcsa KpaTtkas xapakTepucTuka npoaenaHHon paboTbl, U NpuBOAATCS
€€ OCHOBHbIE pe3ybTaThbl.

6. B npunoxeHnax NpuBOOATCS HenocpeacTBEHHble peaynbTaTtbl pa3paboTku: TeKCThbl
nporpamMmm, rpaduku 1 guarpamMmmel, u T.4.

TpeboBaHus kK 0OPMNEHUIO OTYETA

1. OT4yeT ohopmMnAeTCcsa B ne4aTHOM Buae, Ha nuctax goopmaTta A4.

2. OCHOBHOM TEKCT OTYeTa BbiNOSHAETCS WpndTOM 14 NyHKTOB, C MHTEpPBanom 1,5 mexay
cTpokamu. TekcT pasbuBaeTcsa Ha absaubl, Kaxabli W3 KOTOPbIX BKMAYaAeT OTCTyn W
BblpaBHMBaHWE MO LUMPUHE.

3. TekCT B NpUnNoOXeHUAX MOXeT ObITb BbINOSIHEH Bonee MeNKNM LWPUGTOM.

4. OtyeT pas3buBaeTca Ha rnaBbl, MNYHKTbl M MOAMYHKTbI, BKMAOYaKOLWMNE LOECATUYHYHO
HymMepaLumio.

5. PUcyHkn 1 Tabnuubl B 0T4ETE AOMKHBI MMETb OTAENBHYO HYMEpPaUuio N Ha3BaHMUS.



6. Becb oT4yeT gomkeH ObiTb 0OhopMNneH B eQUHOM CTUME: BE3ae B OTYETE 4115 3arosioBKOB
OHOro YPOBHSA, OCHOBHOIO TEKCTa M Nognucen A0MKEH NCNoNb30BaTbCA OOUHAKOBBIN LWPUAT.

7.CTpaHuubl OT4YeTa HYMEepYylTCs, HayuMHas C TUTYynbHOro nmucta. Homepa cTpaHuy,
NpOCTaBNATCA B NPaBOM BEPXHEM Yriy A5l BCEro otyeTa KpoMe TUTYNbHOro nincra.

8. CogepxxaHune oTyeTa OOIHKHO BKIKOYMATb NepeyveHb BCEX rMNaBs, MYHKTOB U MNOAMNYHKTOB, C
yKaszaHueM HoOMepa CTpaHuLbl AN KaX40ro afieMeHTa CoaepXXaHus.

9. Ccbinkn Ha nutepaTypy W OpyrMe WUCNOSib30BaHHblE MCTOYHUKM OQOPMIIAIOTCHA B
OCHOBHOM TEKCTe, @ CaMy UCTOYHUKUN NEPEYNCNSIOTCA B CMUCKE UCMNOSNb30BaHHbIX UCTOYHUKOB.

10. O6bem oTyeTa No NpakTuke AomKeH 6biTb He MeHee 30 cTpaHuu,

18. MaTepnanbHO-TeXHUYECKoe obecnevyeHne NPaKTUKM:

2. BopoHex, yn. YHueepcumemckas nnouwads, 0.1, enasHbil y4ebHbIU Kopryc, ay0.214
KomnbtoTep B coctaBe: cucteMHbli 6nok: npoueccop Intel(R) Core(TM) i5, onepatneHas namsits 86,
HDD 500I6; monutop: LG FLATRON. Mynbtumegmanpoektop BenQ. OkpaH HacTeHHbIn aOns
npoektopa. Ayamo kornoHku Creative AG0. KommyTtaTtop.

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, y4ebHsiu kopryc 16, ayd.407
KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepatunBHas
namatb 16 6, SSD 256 '6, HDD 1T6, Bugeokapta NVIDIA GeForce GTX 1080 Ti; moHuTop DELL
S2419HN. KomnbtoTep B cocTtase (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepaTtuBHada namatb 96 6, SSD 1T6, HDD 4T6, Bugeokapta NVIDIA GeForce RTX 2080 Ti (2 wr.);
moHuTop DELL S2419HN. UctouHuk 6ecnepebonHoro nutanma APC Back-UPS BV1000I-GR, line-
interactive, mowHocTb: 1000BA, 600BT (16 wT.). UcTtouHunk 6ecnepeborHoro nutaHusa Legrand KEOR
LINE RT 1500BA (1 wr.). KommyTtatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). NHTtepaktnBHasa gocka SMART SBM685 (87 atonmos, MO SMART SLS) ¢ naccuBHbIM TOTKOM.
Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbi, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHaga nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas mowads, 0.1, enagHbil y4ebHbiu kopryc, ayd.124
KomnbloTep B cocTaBe: cucTeMHbii 6nok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepatmBHaa namatb 326, HDD 1T6, SSD 2566, suaeokapta NVIDIA GeForce GTX 1050;
mMoHutop: Dell S2419H. WHTepaktuBHas  gocka SMART  SBM685 (87  agwonmos).
MynbTumeananpoektop Vivitek ynbTpakopoTkodoKyCHbIN. WcTOuHMK GecnepebonHoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wT.). NcTto4Hnk BecnepebonHoro nutaHuns Legrand Keor
Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, enagHbil y4ebHbid kopnyc, ayd.226
MoHo6riok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatueHas namatb 8[0,
SSD 250I6. Mynbtumeamanpoektop Epson. Ayamo konoHkm EV (2 wT.). MukpodoH. OkpaH ang
npoekTopa. MapkepHble naHenu Askell (2 wr.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, y4ebHbiu kopryc 1, ayd.2/25
YyebHbit cmeHd "lpoepammHbie cpedcmea kpunmoepaguu”, SCRYPTO B cocTase:
Kapkac MoHo6s0Ka (1 WT.); UHTErpMPOBaHHbIN BbIMUCIUTENbHBIN y3en 3 WT.) B COCTaBe: NpoLeccop
Intel: aBa sgpa c TaktoBon 4vactotonm 2700 MIy, O3Y: o6bém 4 6 Tvn DDR-3, TBEpAOTENLHbLIN
Hakonutenb SSD obvemom 60 6, 6nok nutaHus mowHocTbio 300 BT, 2 ceTeBbiX MHTepdenca
GigabitEthernet; nepekntoyatens KBM-tuna D-Link (1 wT.); Heynpaensembin kommyTtaTtop D-Link (1
LIT.); MOAYNb MUTaHWSA, KOHTPONSA U MHTEerpaummn cteHga B obuwyo nabopatopuio (1 WT.); MOHUTOP
Philips(1 wT.); kKOMNNekT koHconu pabodero mecta obyyaemoro (1 wWT.) B cOCTaBe: knaBuaTypa
Oklick, wmbiwb Oklick; komnnekt y4ebHO-meToaudecknx nocobuin (1 K-T.); cTaTUCTUYECKOE
nporpaMmmHoe obecneveHne ynpasneHus mogynem nutanusa (1 wr.); pnaw-anck BOCCTaHOBMNEHMS
OC Ha wHTerpmpoBaHHbix MK (3 wrt.) ¢ onepauynoHHon cuctemon Archlinux; dnaw-gmck
MynbTUMEONNHOIO METOAMYECKOro nocobus (1 WT.); rpynna KOMMYTaUWOHHBIX NOPTOB (2 LWT.).
Tunosou komrekm y4ebHoz2o obopydosaHusi "Cemesas b6esonacHocmb”, SECURITY B cocTase:
yrnpaBnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaBnsembin KOMMyTaTop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOMCTBA JlokanbHon cetn (1 wrT.);
Heynpasnsemblin kommytatop D-Link (2 wr.); mapwpytmnsatop 6ecnposogHon D-Link (2 wr.);
6paHamayap D-Link (2 wrt.); Mogynb NWUTaHWUS, KOHTPOMNS W WHTerpauum crteHga B obLyyto
nabopartopuio (1 WT.); KOMMYTaUMOHHasA NaHenb (1 WT.); BbIMUCAUTENbHBIV y3en (4 WT.) B cOCTaBe:
npoueccop Intel: gBa sagpa c TaktoBon yactotom 2700 MMy, O3Y: 06bém 4 6 Tvn DDR-3,
TBepAoTenbHbIN HakonuTernb SSD o6bemom 60 6, 6nok nutaHnsa mowHocTbio 300 BT, 2 ceTeBbIX




uHTepdenca GigabitEthernet, 1 6GecnpoBogHon ceTeBon WHTepdenc; MoHobnok (1 wr.);
cTaTUCTMYecKoe nporpammHoe obecrneyeHne ynpaBreHns MogyremM MUTaHWs, KOHTpond U
nHTerpaumu (1 wr.); nporpamMmmHas cuctema BocctaHosnernus U-Profi (R) (4 cdonaw-amcka obbemom 8
6) (1 wrt.); yanmuutens USB (4 wr.); kabenb VGA (2 wr.); naty-kopa (10 wr.); meTognyeckoe
nocobue (2 k-T1a.).

YuebHo-rpakmuyeckuli_cmeHd «CucmeMbl _KOHMpOossa u_ynpasneHus docmyrnomy, ®3UN-CKY[L B
cocTaBe: mogernb cTeHbl (1 wrT.); HoyTOyKk Lenovo (1 wT.): akpaH ¢ gnaroHanbto 15.6" (paspelueHne
1366x768), O3Y obvemom 2048 M6, Hakonuteno obvbemom 120 6, npoueccop Intel gBa agpa c
TaktoBon 4actoton 1,4 [Ty, BeG-kamepa; ckaHep NUHENHbIX U ABYMEPHbIX WTpUx-kogos (1 wrT.);
ceetoamog (1 wWT.); anekTpoMexaHuveckni 3amok (1 wT.); ceTteBon KoHTponnep CKY[L (2 wr.);
MYNbTUMELUMHBIN TEPMUHAN MHOrogakTOpHOM ngeHTudukauumn, B TOM Yncrne pacnosHasaHme nuy (1
LUT.); HaCcTONMbHOE YCTPOMCTBO YTEHWS W 3anucu cMapT-KapT (1 LWT.); KOHTaKTHas cMmapT-kapTa C
o6bEMoM namaAtn 256 6anT (5 wrt.); USB kntov tun e-token (1 wrt.); komnnekt MO u koHBepTop (1
wT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cuMTbiBaTENDb GECKOHTAKTHBIX KapT Em-Marine
(1 wr.); cunTbiBaTENb GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tvn Em-Marine (5 wrt.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop krtoyen Touch-
Memory (1 wT.); mogynb cornacoBaHusi uHTepdenco (1 WT.); INEKTPOMArHUTHbIN 3aMoK (1 wWrT.);
cumTbiBaTenb kmodver TouchMemory (1 wr.); ceteBon KoHTponnep TouchMemory (1 wr.); 6nok
nutaHusa (1 WT.); NnporpamMmma pacno3HaBaHnsi aBTOMOOUNbHLIX HOMepoB (1 WT.); MakeT Homepa TC
P® (5 wr.); ceteroe pene (1 wrt.); IP-kamepa (1 wrt.); koMMmyTaTOp Heynpaensembii D-Link (1 wrT.);
MOAYIb MWUTaHUS, KOHTPOMS W MWHTerpauMM Komnnekra B obwyto nabopartopuio (1 wr.);
cTaTUCTMYecKkoe nporpammHoe obecrneyeHne ynpaBreHns MogyremM MUTaHWs, KOHTponsd U
nHTerpaumu (1 Wwr.); nporpaMMHbIV aMynATop usmyecknx obbekToB goctyna (1 wrT.); metogmyeckoe
nocobue (2 wr.).

19. OueHo4HbIe cpeacTBa ANA NPoOBeAEHNA TEKYLLEN N NPOMEXYTOYHOWN aTTecTaumm
oby4arowmxcs No NpakTmke

HaumeHoBaHune NupukaTtop(bl
Ne | pasnena ancumnnumb: Kcl’_::l:‘(’;;a” nocmmemm) OueHouHbIe CpeacTBa
(mogyns) KOMMeTeHUUn
OpeaHU3aL{UOHHO-
rnodzomoeumeribHbIl OrnkK-2.1 OrK-2.1.2 OTyeT no npakTuke.
aman
OrK-7.4
OlIK-7 OrK-7.5
Ol1K-7.13
Ol1K-13.13
Ol1K-13.14
Orik-13 Ol1K-13.15
HayuHo- OrK-13.17
uccnedoeameanKutJ onkK-2.1 OrkK-2.1.1 OTyeT no NpakTuke. 3aLIJ,VITa oT4eTa no
) OMNK-2.1.5 npakTuke.
sman K1 MK-1.3
MK-2.2
MK-2 MK-2.3
MK-2.5
MK-3.1
MK-3 MK-3.3
MK-3.5
OlK-7 OlK-7.11
Ol1K-8.10
OflIK-8 Of1K-8.11
Ol1K-8.15
3marn 8birnosiHeHust OrnK-13 ggiigg
uccredosameribCKUX —
pabom o MK-1 MK-1.3 OT4eT No npakTuke. 3awmTa oT4eTa no
uHOusuQdyanbHOMY fk-2.1 npakTike.
nnaHy K2 MK-2.2
MK-2.3
MK-2.5
MK-3.1
f1k-3 NK-3.3




HanmeHoBaHue Unpgukarop(bl
:;?1 pasfaena AUCLMNIINHBI K?_m';?;f" nocmmeu&n) OueHouHble cpeacTea
(moayns) KoMMneTeHUUn
MK-3.5
Ol1K-9 Ol1K-9.15
Ol1K-13.5
4 OgbopmneHue omyéma o OMK-13 Orl1K-13.6
) umoeam rpakmuku OllK-13.12 OT4eT No npakTukKe.
OrK-13.16
OrnK-2.1 OnK-2.1.4
MK-2 MK-2.3
MpomexyTodHasa aTTecTaums
. WHaomBmnayansHoe 3ajaHue
dopMa KOHTPONS — 3a4eT C OLIEHKOM

20. TunoBble OLEHOYHbIE cpeAcTBa M MeTogMYeCKMe MaTepuanbl, onpegensiowme
npoueaypbl OLleHNBaHUA

20.1 TeKywWwyMn KOHTPOSIb YCNEeBaeMoCcTH
KoHTponb ycnesaemMocTu No ANCUUNITMHE OCYLLECTBIIAETCS C NOMOLLbIO CrieayHLMX OLeHOYHbIX
cpeacTs:
NHauBmayansHble 3agaHus

lNepeyeHb MHAMBMAOYaNbHbLIX 3agaHnin
[lepeyeHb uHOuUBUdyaribHbIX 3adaHul
MpoBecTn aHanu3 NoCcTaBfEHHOW 3adaydn C TOYkM 3peHus obecnedeHnsa makcumarnbHO 3deKTUBHON
3aWnTbl MHOpMaLUMM B MHAPACTPYKTYpe OpraHusaumm (pacCcMoOTpeTb TeopeTU4eckMe acnekTbl, Ha
OCHOBaHWM aHanu3a NocTpouTb Moaenb 6e3onacHocTy).
1. ABTOMaTM3MpOBaHHas CMCTEMa B 3aLUULLEHHOM WCMOSIHEHWM OpraHu3aumn (Unv npegnpusTus
nobor opmbl COGCTBEHHOCTHI).
2. AHanns ya3BMMOCTEN WM OpraHM3auus 3awmTbl MHpOpMaUMM B NOKanNbHOW CETU OpraHusaumm
(vnn npegnpusaTua ntobon opMbl COGCTBEHHOCTK).
3. AHanns yasBMMocTe U 3P(EKTUBHOCTM CPeacTts M CnocoboB 3awnTbl MHGOPMaUUK B
aBTOMAaTM3MPOBAHHON CUCTEME OpraHu3aumm (Mnu npeanpuaTna ndon opmMbl COBGCTBEHHOCTH).
4. IHCTpyMEHTanbHbIi MOHUTOPVHI 3aLULLEHHOCTM aBTOMaTU3NPOBAHHOW CMCTEMbI OpraHusauum
(vnn npegnpusaTua ntobon opMbl COGCTBEHHOCTK).
5. MHdopmaumoHHaa cuctema nepcoHarnbHbIX OaHHbIX OpraHusaumm (Mnu npegnpuatmua nobon
opMbl COBCTBEHHOCTM).
6. KomnnekcHas 3awwimrta uHopMaumm B flOKanbHOW CETU opraHu3auun (unv npeanpuatna nobon
dhopmbl COBCTBEHHOCTH).
7. MopgroToBka K aTtrectaumn MHAOPMALMNOHHONW CUCTEMbI NEPCOHarnbHbIX AAaHHbLIX B OpraHu3aumun
(vnn npegnpusaTumn Nobon hopmMbl COBCTBEHHOCTH).
8. Cbop ¥ aHanM3 UCXOOHbIX AaHHbIX ANS MPOEKTMPOBAHWUS CUCTEMbI 3aliMTbl MHOpMauum
opraHmsauum (unu npegnpuaTua ndon dopmbl COGCTBEHHOCTW).
9. Cuctema KOHTPONSA WM ynpasBneHus OOCTYNOM B OpraHusaumm (Unu Ha npegnpusatumn nobon
dopmbl CO6CTBEHHOCTH).
10. Cuctema ynpaBneHuss WHMOPMALMOHHON Be30NacHOCTbO aBTOMATU3NPOBAHHOW CUCTEMbI
opraHmsauum (unu npegnpuaTua Ndon dopmbl COGCTBEHHOCTH).
TpeboBaHUA K BbINONMHEHNIO 3a4aHUN
lMpoBecTn aHanu3 MOCTaBMEHHON 3ajadM C TOYKM 3peHns obecneyeHnss HaxoXaeHus
3(pPEeKTUBHOIO peLleHns ONMpPasiCb Ha CYLLECTBYIOLLYI0 MHAPACTPYKTYpy OpraHu3auum (paccmoTpeTb
TEeopeTUYECKNe acnekTbl, HA OCHOBaHMN aHann3a NOCTPOUTbL MOAENb PELLEHNS U T.4.).

20.2 NMpomexyToyHasa aTrectauusi

MpomexxyToyHasa aTTecTauus no AUCLUNINHE OCYLLECTBNSETCS C NOMOLLBIO CNeayoLmX
OLIEHOYHbIX CPEACTB:

Omyem o rpakmuke

Tembl Npoekmos




1. Cpegctea obecnedeHnss UHGOpMaUMOHHOM  6e3onacHOCTM B KOPMOPaTUMBHbIX
NMHPOPMALMNOHHBIX cUCTEMax
. AnnapaTtHble cpeacTBa obecnevyeHns MHopMaunoHHoOM 6e3onacHoCTH
. MIHdopMaumnoHHbIe ysi3BMMOCT OO BHEKTOB
. MporpammHble cpencTea obecneyeHnsa MHPopMaumoHHoM 6esonacHoCcTn
. AHTpOMOreHHble MHPOPMALMOHHbIE YA3BUMOCTU
. TexHoreHHble MH(POPMaLMOHHbIE YA3BUMOCTH
. OpraHunsaumoHHO-NpaBoBble cpeacTBa obecneveHns NHPopMaLMOHHON BGe3onacHoCTH
Yrpo3bl MHOOPMaLMOHHOM 6€30NacHOCTU U UX NCTOYHUKK
. OpraHusaunoHHo-agMUHUCTPATUBHbBIE CpeacTBa 3aLLMTbl UHopMaunn

10. OCHOBHbIE NPUYUHBI YTEYKM MHPOPMaLNUN U BO3MOXHOCTU MPOTUBOAENCTBUS yTedKkam
MHdopMaLuu.

11. Mepbl 3aWMTbl NEePCOHAarbHbLIX AAHHbLIX B MHPOPMALMOHHBLIX CUCTEMAX NepPCOHarnbHbIX
AaHHbIX.

12. lNoarteepxaeHue NoAIMHHOCTN 0B BHEKTOB N CYOBEKTOB MH(POPMAaLIMOHHOW CUCTEMBI.

13. KoHTposib uenocTHOCTN HdopMauunmn. Xaw-gyHKUNUK, NPUHLUNBLI MCMOSTb30BaAHNA XILLI-
dyHKUM ons obecneyeHns LenoCTHOCTU JaHHbIX.

14. Yrposa HapyweHnsa koHduaeHumanbHocTu. OCOBEeHHOCTM M NpUMepbl peanusauuun
yrpossbil.

15. Yrposa HapyleHus uernoCcTHOCTU AaHHbIX. OCoBeHHOCTM W npumepbl peanusauuun
yrpossbil.

16. Yrpo3a oTkasza cnyxb (yrpo3a oTtkaza B pgoctyne). OcobGeHHOCTM W npumepsbl
peanusauuu yrposbl.

17. Yrposa packpblTua napameTpoB cuctembl. OcobeHHOCTM M npumepbl peanusauuun
yrpossbil.

18. OCHOBHble TWMbl MONMUTUKM Ge3onacHOCTM AoCTyna K AaHHbIM. [UCKpeuMOHHble U
MaHAaTHble NONINTUKMN.

19. TpeboBaHua K cucTemMam Kpuntorpadudeckon 3awuTbl:  KpunTorpaguyeckue
TpeboBaHunsa, TpeboBaHua HagexHocTn, TpeboBaHma no 3awmute ot HCL, TpeboBaHus k
cpencteam paspaboTku.

20. AODMVHUCTPATMBHLIN YPOBEHb 3aluUTbl MHOpMaumn. 3agayun pasnUYHbIX YPOBHEN
ynpaBneHus B peleHnn 3agadm obecneyeHns MHPOpMaLMOHHON 6e30nacHOCTM.

21. MNpouenypHbI ypoBeHb obecneveHns 6e3onacHocTn. ABTOpM3auns nonb3oBaTenen B
MHOPMALNOHHOM CUCTEME.

22. WpeHTnpukauma u ayTeHTUduMKauus npu BxoAe B WMHGPOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHue naponbHbIX cxeM. HegocTaTkm NaposibHbIX CXEM.

23. NpeHTnpukauma un ayteHTUduKauma nonb3oBaTtenen. [lpumMeHeHne nporpamMmmMmHo-
annapaTHbIX CpeACTB ayTeHTUdMKaumMm (CMapT-KapTbl, TOKEHBbI).

24. buomeTpuyeckme cpeacTea ngeHTudukaumm n ayteHTudmkaumm nonb3oBartenemn.

25. AyTeHTUUKaLms CyObeKTOB B pacnpeerieHHbIX CucTemMax, npobnemsl U peLleHus.

26. Ayout B MH(OPMALMOHHbBIX cuctemax. PyHKUUM M HasHavyeHue ayauTa, ero posb B
obecneyeHnn nHpopmauMoHHON 6e30nacHOCTH.

27. Bupycbl n metoabl 60pbbbl C HUMWU. AHTUBUPYCHbIE NPOrPaMMbl U NAKETbI.

28. lNporpammHo-annapaTtHble 3aWuTbl  MHAOPMALMOHHbLIX pecypcoB B WHTepHer.
MexceTeBble aKpaHbl, X PYHKLUUN N HA3HAYEHUS.

29. Kputepun oueHkn 6e30MacHOCTU KOMMbIOTEPHbLIX cuctem. CTpykTypa TpeboBaHun
6esonacHocTun. Knaccbl 3almLeHHOCTI.

30. EguHble kpuTepum 6e3o0nacHOCTU MHAOPMAUMOHHBLIX TeXHOMNOrMn. MNoHaTue npodung
3awuTbl. CTpyKTYpa npoduns 3allmThbl.

31. EanHble kputepum 6e30nacHOCTU MHMOPMAUMOHHBIX TEeXHOMornn. [poekT 3awmTbl.
TpeboBaHus 6esonacHocTK (PyHKUMOHaNbHbIE TpeboBaHWs 1 TpeboBaHNA aaeKBaTHOCTN).

32. lNoHAaTMe anekTpoHHOM uudpoBon noanucu. lNpouenypbl PopMUPOBaHUS LNGPOBOKN
nognucu.

©O~NOOUAWN



33. MeTtogbl HecMMMeETpUYHOro wudgpoBaHus. Mcnonb3oBaHMe  HECMMMETPUYHOrO
wnpposaHuna ons obecneyeHns LENOCTHOCTU SaHHbIX.

34. Cpeactea obecneveHns uHdopmaumoHHon 6e3onacHocth B OC  Windows.
PaarpaHnyeHune goctyna K AaHHbIM. ['pynnoBasi nonuTuka.

35. MNpumeHenne dannoson cuctembl NTFS pgna obecneveHns MHGOpPMaALMOHHOM
6esonacHoctn B Windows. Cnuckm KoHTpons pgoctyna K pgaHHbim (ACL) wmx ponb B
pasrpaHnyYyeHnn ocTyna K AaHHbIM.

36. NpumeHeHne cpeacte Windows ansg  npegoTBpalleHns  yrpo3  pacKkpbiTUs
KOH(pmnaeHUManbHOCTU AaHHbIX. LndposaHne aaHHbIX. yHKUUK U HasHadveHue EFS.

37. PasrpaHudenune goctyna k gaHHeim B OC cemenctea UNIX.

38. OcHoBHble 9dTanbl pa3paboTku 3alUMLLEHHON CUCTEMbI: OnpegeneHne noIMTUKK
B6esonacHocTn, npoektnpoBaHne moaenu WC, paspabotka koga NC, obecneyeHune rapaHTum
COOTBETCTBUA peanunsaumm 3agaHHom nonutmuke 6esonacHoCcTu.

39. MpuymnHbl  HapyweHus  6e3onacHOCTM  WMHopMauunm npu  ee  obpaboTke
Kpyntorpadn4eckmmmn cpeacteamum.

40. MNMoHATME aTakm Ha cuctemy WHpopmMaunmoHHon ©GesonacHocTn. OcobeHHoCcTH
NOKanbHbIX aTak.

41. PacnpefneneHHble NHGOPMaLMNOHHbIE CUCTEMBbI. YpnaneHHble aTaku Ha
NHPOPMALNOHHYIO CUCTEMY.

42. KaHanel nepefayv [faHHbIX. YTeyka uwHopMauuu. ATakm Ha KaHanbl nepegaudu
AaHHbIX.

43. JnekTpoHHas noyta. Npobnembl obecnevyeHnsa 6€30nacHOCTM NOYTOBLIX CEPBUCOB N UX
peLueHuns.

44. BupTyanbHble YacCTHbIE CETU, UX PYHKLMM N HA3HAYEHNE.

45. CeTeBble BOWHbI: LENW, 3agayn, CueHapum u cpencTtBa WX MPOBEOEeHUsl, OLEeHKa
NepcrnekTMB pasBuUTUS M MPOTUBOAENCTBUST B KOHTEKCTe obecneyeHuss uMHGOpMaLMOHHOM
6e3onacHoCTM rocyaapcTBa.

46. CoumnanbHble CeTU Kak MUHCTPYMEHT OpraHmn3aumm NnpoTecToB N «PEBONIOLUNY: CNOCOo6bI
N cpeacTBa BO3MYLLEHMS COUMyMa, CLUEHapuh ocnabneHuss U CBEPXEHUs BNactu, Mepbl
NPOTMBOAENCTBMSA B KOHTEKCTE obecneyeHns nHdopmMaumoHHoM 6e30nacHOCTM rocygapcTia.

47. CTaTUCTMYECKMIA aHanM3 BCEBO3MOXHbIX KITACCOB M TUMOB aTak Ha MH(OPMAaLMOHHbIE
WH(O-CUCTEMBI:  Lenu, YactoTa artak WM BennynHa ywepboB OT wuX peanusauuu,
COOTBETCTBYHOLLASA
OLEeHKa PWUCKOB B AMHaMuKe pas3BuTua cdepbl MHGPOPMaUMOHHOM 6Ge30nacHOCTU, BbIBOADI
OTHOCUTESIbHO ONACHOCTU U BO3MOXXHOCTEN NPOTUBOAENCTBUSI.

48. AHann3 n nogrotoBka o063opa Hay4YHO-TEXHUYECKMX MaTepuarioB MO reTeporeHHbIM
CceTsaM B KOHTEKCTe obecneveHns nx 6e3onacHocCTu.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecrneyeHnss Teopunm BETBSLMXCA MPOLIECCOB Ha
aHanu3 pacnpocTpaHeHns BpeAOHOCHOro NporpaMMHoOro obecneyeHuns B CETEBbIX CTPYKTypax.

50. Pa3Butne Hay4HO-MeTOANYECKOro obecneyeHns Teopun crnyvarHblx rpadoB Ha aHanms
XMBYYECTU CETEBBIX CTPYKTYP.

51. OnacHoctb DDOS-atak n puck-moaenupoBaHne WX PasHOBUOHOCTEN B KOHTEKCTE
NPOTUBOOENCTBUS.

OueHka nNo npakTuke BbICTABMSETCA PYKOBOOAMTENEM MPAKTUKN OT Kadeapbl HA OCHOBE
cogepxaHna oTyeTa CTygeHTa, OT3blBa PYKOBOAUTENS OT NPEeanpusiTUsl, BbICTYNSIEHUS C
npeseHTaumen n OTBETOB Ha BOMPOCHI MO UTOraM NpPakTUKMK.

OTyeT MO nNpakTUke [JOIMKEH OblTb W3MOXKEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEepMMHOB U abbpesunatyp ©6e3 opcdorpacudecknx wu
rpammMaTtmyeckux owmnbok. [Npu 3awmuTe oTyeTa NO NpPakTUKe OLeHMBaeTCs COOTBETCTBME
WHpopmauun, npeacTaBneHHoOM B OT4YeTe, AaHHbIM U3 MHPOPMALMOHHBIX PecypcoB obLiero
aoctyna cetn IHTepHeT, MmaTepmanoB Nnekummn, y4ebHON 1 TEXHNYECKON nuTepaTypbl.



KoHeuHbIMM pe3yrnbTaTammn ocBoeHus nporpammbl HUP aenaiotca copmupoBaHHble
KOrHUTMBHbIE [LECKPUNTOPbl «3HaTb», «YMETb», «BMnageTb», PpacnUCaHHble MO OTAENbHbIM
komneteHumam. OHu npeactaBneHbl B Tabnuue 10. dopmupoBaHME 3TUX OECKPUNTOPOB
npoucxogut B Te4yeHMe Bcero nepuvoga BbinonHeHns HWP, B pamkax BbINOSIHEHUS
CaMOCTOATENbHOM paboThl BbINOMHEHWM pPa3NUYHbIX BUOOB paboT nog pPyKOBOLACTBOM
pykosogutens HAP.

[Ansa oueHkn geckpuntopoB KomneteHumn ucnonb3dyetca 100 6annbHasa wkana OueHOK.
Ona onpegeneHus akTUYECKMX OLLEHOK KaXKaoro nokasaTens BbICTaBNSAKTCS crneaylowme
O6annbl.

[Ona npeckpMnTopoB Kateropmmn «3HaTby:

— TpeboBaHNAM KpuTepusi (OTBET MOMHbIA U MPaBUIibHbIA Ha OCHOBAHUWN WU3YyYEHHbIX
TEOpuN; Matepuan W3MNOXeH B OnpeaeneHHOW JorM4eckom nocnenoBaTefNlbHOCTU, HayYHbIM
A3bIKOM; OTBEeT camocToATeNnbHbln — 85-100% oT MakcumanbHoro konmnyectso 6annos (100
6annoB). COOTBETCTBYET OLEHKE - «OTIIUYHOY;

— pesynbTaT, cogepXawmin HENOSHbIA MpaBuIibHbIA OTBET WM OTBET, COoAep’Kalumi
He3HaunTEerNbHblIE HETOYHOCTU (OTBET OOCTAaTOYHO MOSHbIA U MNpPaBUMIbHBIA Ha OCHOBaHWUU
N3yYeHHbIX MaTtepuarnos; mMartepwvan N3NOXeH B onpeaeneHHon norn4yeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONYyLEHbl ABE-TPU HECYLLECTBEHHbIE OWwKnOKK), 75-84% oT
MaKkCMMarnbHOro Konuyectsa 6annoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, cogepXawuMn HeNosHbIA MpaBUSibHbIM OTBET UKW OTBET, coAep’Kalimin
3Ha4YUTENbHbIE HETOYHOCTM (NPM OTBETE AonylleHa CyLleCcTBEeHHasa owwubka, unmM B OTBETE
cogepxutca 30 - 60% HeobOXoouMMbIX CBeLEHWUA, OTBET HECBA3HbIN) — 60-74 % oT
MakCUMarnbHOro KonuyecTtsa 6annos; COOTBETCTBYET OLEHKE - «yOOBIETBOPUTENBHOY;

— pesynbTaT, coaepXallumMi HEMOSHbIN NPaBUIbHbLIN OTBET (CTENeHb NONHOThbI OTBETA —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYLLEeCTBY 3aJaHndA) unm oTCyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYKOLIMA MNOMHOCTbIO TpeboBaHuam kputepma, — 0 % ot
MakcumarnbHOro konuyectea 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBETBOPUTESTLHOY.

Ona peckpmnTopoB KaTeropumn «YmeTtb» U «BnageTtb»:

— BbINOJIHEHbI BCE TPEOOBAHUSA K BbINOSTHEHMIO, HANMMCaHMIO N 3aWmnTe OTYeTa. YMEHue
(HaBbIK) ccopmmpoBaHo nonHocTblo — 85-100% OT MakcumanbHOro konuvyectsa ©6annos.
CooTBeTCTBYET OLEHKE - KOTIIUYHOY;

— BbINOJSTHEHbI OCHOBHbIE TPEOOBAHUSA K BbIMNOSIHEHNIO, OOPMIIEHMIO U 3alLUNTE OT4YeTa.
MmeroTca oTaoenbHble 3aMmevyaHnsa 1 HegocTaTku. YMeHne (HaBbiK) ChopMMpPOBaHO 4OCTAaTOYHO
NoJsiHO — 75-84% OT MakcumManbHOro konuyectesa 6annoB. COOTBETCTBYET OLEHKE - «XOPOLLIOY;

— BbINOSIHEHbI 6a30BLIE TPEOOBaHMS K BbIMOMHEHNIO, OPOPMIEHUIO U 3aliuTe oT4veTa.

MmetoTca [OCTaTOYHO CyLLECTBEHHbIE 3aMeyvaHusi U HeJocTaTku, Tpebyuwme 3HauYNTEeNbHbIX
3aTtpar BpPEMEHW Ha ucnpaeneHne. YmeHune (HaBblk) CHOPMUPOBAHO HA MUHMMAbHO
AonycTtnumMom ypoBHe — 60-74% OT makcumarnbHoro konvyectsa 6annoB. COOTBETCTBYET OLEHKE
- «yOOBNETBOPUTENBHOY;
TpeboBaHNA K HanuMcaHui W 3awmTte otyeta. MMerTcs MHOroYMCreHHble CyLEeCTBEHHbIE
3aMeyaHus U HegocTaTku, KOTopble He MOryT ObiTb ucnpaBneHbl. YMeHue (HaBblk) He
cchopmmpoBaHo — 0 % OT MakcumanbHoro konuvectsa 6annoB. CooTBETCTBYET OLEHKE -
«HEeyaoBNeTBOPUTENTBHOY.

[na aTtrectauumn CTyOeHT NpeabsiBNsieT OHEBHWMK NPakTUKW, 3adaHuMe PyKOBOAMTENS Ha
NPOXOXOEeHME NPaKTUKM M 0OPMINSeT pes3ynbTaTbl MPAKTUKM B BMAE OTYETa U FOTOBUT
BbICTYMNSIEHNE C Npe3eHTaumen no pesynbtaTtam npakTuKu.

[ns oueHnBaHus pe3ynbTaToB 00y4YeHUst Ha 3a4eTe C OLIEHKOM Mcnonb3yeTtca 4-6annbHas
wana: «OTIANYHO», «XOPOLLO», «yA0BMNETBOPUTENBHOY, KHEYAOBNETBOPUTENBHOY.
CooTHOoLWEeHME nokasaTenemn, KpUTEPUEB U LLKanbl OLEHMBAHUSA Pe3ynbTaToB 0byyYeHus.

YpoBeHb
KpuTtepuu oLeHMBaHUsi KOMNETEHLMIA CchOpMMPOBAHHOCTM LLikana oueHok
KOMNeTeHLUnn




3HaTb: pe3ynbTaT, CoAEPXaLLMI MOMHbIA MNPaBUIbHbLIA OTBET, MOMHOCTLIO | [ToebiweHHbIlU ypo8eHb OmrnuyHo
COOTBETCTBYET TpeboBaHWAM KpuTepusi (OTBET MOSMHbLIA WM MpaBUSIbHBIA Ha
OCHOBaHUW W3YYEHHbIX TEOpWii; MaTepuan W3MOXeH B OnpeaereHHon
rniorn4yeckon nocnefoBaTernbHOCTH, Hay4HbIM SA3bIKOM; oTBeT
CaMOCTOSATENbHbIN.

«YMeTb» W «BrageTb»: BbINOMHEHbI Bce TpeboBaHWA K BbINOMHEHUIO,
HanucaHuio 1 3amTe oTyeTa.

3HaTb: pesynbTaT, cogepXalliuMin HEMoNHbIN NpaBuIbHbLIA OTBET UMW OTBET, Basoesili yposeHb Xopouwo
coepXallni He3HauuTenbHble HEeTOYHOCTU (OTBET AOCTATOYHO MOSHbIA U
NpaBUMbHbLIN HAa OCHOBaHWM M3Y4YEeHHbIX MaTepuarnoB; MaTepuan WU3MNOXeH B
onpeneneHHon NorM4eckor nocrnegoBaTenbHOCTH, NPY 3TOM AOMNYLLEHbI ABe-
TPU HECYLLLECTBEHHbIE OLLUMOKM).

«YMeTb» U «Bnagetb»: BbINOMHEHbI OCHOBHbIE TPEOOBaHWSA K BbIMOTHEHUIO,
ocopMmneHnio 1 3awmTte otyeta. WMmerwTca oTaenbHble 3aMedaHus u
HegocTaTkn. YMeHue (HaBblK) COOPMMPOBAHO AOCTATOYHO MOJIHO

3HaTb: pesynbTaT, cogepXalliuMin HEMOoNHbIN NpaBUrbHLIA OTBET UMW OTBET, lMopoeosesili yposeHs Y0osnemeopum
cojepxawmi  3HauuTenbHble  HETOYHOCTM  (MpM  OTBeTe  JonylleHa er1bHO
cyluiecTBeHHas owwnbka, unu B otBeTe copgepxutca 30 - 60% HeobxoaumbIx
CBEeJEHUIA, OTBET HECBA3HbIN)

«YMeTb» u «BrnageTtb»: BbiMonHeHbl 6a3oBble TpebOBaHUSI K BbIMONTHEHMUIO,
ochopmneHnio 1 3awmte oTyeTa. VmMewTcs [0CTaTOYHO CYLLECTBEHHbIE
3aMevyaHus M HepocTaTku, Tpebylolme 3HaYMTENbHbIX 3aTpaT BPEMEHW Ha

ncnpasrneHue.
3HaTb: pes3ynbTaT, coAepXKallMi HEenosnHbI NpaBUIbHbLIA OTBET (CTeneHb - Heyodosnemsop
nonHoTbl otBeTa — meHee 30%), HenpaBUIbHbIA OTBET (OTBET HE MO CYLLIECTBY umersibHo

33,D,aHVIF|) unn OTCcyTCcTBMe oTBeTa, T.e. OTBET, He COOTBeTCTByPOLLl,I/IVI
NOJTHOCTbIO TpeGOBaHVIFlM Kputepua.

«YMeTb» u «Bnagetb»: TDEGOBaHVIﬂ K HanMcaHuo 1 3awwmte otyeTa. Mimetotca
MHOIFo4ncneHHble CylleCTBeHHble 3amMe4dYaHuda W HeaoCTaTku, KOTopble He
MOryT ObITb ncnpasiieHbl.

20.3 ®oH OLIEHOYHBIX CPeICTB C(POPMUPOBAHHOCTH KOMIETEHIIUA CTY/IEHTOB, PpeKOMeHyeMbIi JJIs1
NPOBe/leHUsl IMAarHOCTHYECKUX padoT

OrIK-7. CnocobeH cosfasamb rpospaMmbl Ha S3bIKaX 6bICOKO20 U HU3KO020 YPOBHS, MPUMEHSIMb
MemoOdbl U UHCMpyMeHmarbHble cpedcmea npospaMmMupo8aHusi O peweHuUsl npogeccuoHarbHbIX
3adayu, ocyuwecmensimb 060CHOBaHHbLIU B8bI6GOP UHCMPYMEHMapUs rpozspamMmMmuposaHusi u criocobos
opaaHu3ayuu rnpozpamMm

OrK-7.4 ymeeT paboTaTb C MHTErPUPOBAHHOW Cpeaon pa3paboTku nporpammMHOro obecneveHms

OrK-7.5 ymeeT paspabaTtbiBaTb 1 peann3oBbiBaTb Ha s13blke BbICOKOrO YPOBHS anrOpUTMbl peLleHus
TMNOBbIX NPOheCccnoHanbeHbIX 3aaay

OrllK-7.11 BnageeT HaBblkamMu pa3paboTKM anropuTMOB peLUeHns TUMOBLIX NPOdECCUOHANbHbIX
3apaud

Or1K-7.13 YMeeT NpMMeHATb MeToAbl OAHOMEPHOW ONTUMM3aLUMN MPU PELLEHUN NPUKNAOHbIX 3a4au.
OrIK-8. CrniocobeH npumeHsimb MemoObl Hay4YHbIX uccriedosaHul rnpu rposedeHUU pa3pabomok 8
obnacmu obecrieyeHusi 6e3onacHoOCMuU KOMMbIOMEPHbIX cucmeM u cemeu

Ol1K-8.10 ymeet paspabaTbiBaTb Mogenu 6€30nacHOCTUN KOMMNbIOTEPHbIX CUCTEM C MUCMOSTb30BaHNEM
HeobxoanMMOoro MmaTemaTM4YeCcKoro annaparta u cpeacTs KOMMbIOTEPHOrO MOAENMPOBaHUSA

Or1K-8.11 Bnageet cnocobamn mogenupoBaHnsa 6€30nacHOCTU KOMMNbIOTEPHbBIX CUCTEM, B TOM YuChe
MOENMPOBaHMSA yNpaBneHns 4OCTYNOM U MHPOPMAaLMOHHBIMM MOTOKaMM B KOMMbIOTEPHBLIX CUCTEMAX

OlK-8.15 ymeeT nNpuMMEHSATb MEeToObl SKCNEPUMEHTaNbHOIO WCCRefoBaHUs Mpu  peLleHun
npodeccmnoHarnbHbIX 3aga4
OrlIK-9. CrniocobeH pewampb 3adayu npogheccuoHanbHol JdesamenbHOCMuU C Yy4emoM MmeKyu,eao
CcOCMOosIHUSI U meHOeHyul pa3sumus MemoOo8 3auwumbl UHGOpMayuu 8 ornepayuoHHbIX cucmemax,
KOMIMbIOMEPHbIX cemsix U cucmemax yrnpasneHus 6asamu OaHHbIX, a makxe mMemodos u cpedcms
3awumsl  UHbopMauuu om ymeuyku [0 MmexXHUYEeCKUM KaHarnam, cemel U cucmem repedadu
UHopmayuu

Ol1K-9.15 ymeeT aHanuanpoBaTb M OLEHUBATb Yrpo3bl HPOPMaLMOHHOW 6e30nacHOCTN 06bEKTa;
OrlK-13. CnocobeH paspabambieamb KOMIMOHEHMbI [PO2PaMMHLIX U Mpo2paMMHO-arnnapamHbiX
cpedcme 3awumsl UHhopMayuu 8 KOMIbIOMEPHbLIX cucmemMax u rnposodums aHanu3 ux bezonacHocmu

Or1K-13.5 ymeeT paboTaTb C MHTErPMPOBaHHLIMK CpefgamMu pa3paboTkn NporpaMMHOro obecneyeHns;

Or1K-13.6 BnageeT HaBblkaMu pa3paboTku, OTNagk1, LOKYMEHTUPOBAHUSA Y TECTMPOBAHMSA NPOrpamm;

Orl1K-13.12 ymeeT chopmMann3oBaTb NOCTABNEHHYHO 3adaqvy;



Orl1K-13.13 ymeeT paspabaTbiBaTh 90HEKTUBHBIE anirOPUTMbl 1 MPOrpamMMbl;

Ol1K-13.14 ymeeT npoBOAUTL OLEHKY BbIYUCITUTENBHOW CAOXHOCTU anropuTma;

OlK-13.15 ymeeT nnaHupoBaTb pa3paboTKy CNOXHOro NporpaMMHoro obecneveHus;

Orl1K-13.16 BnageeT meTogamMum OLLEHKM KadecTBa roTOBOro NporpaMmMHoro obecneyeHuns;

OlK-13.17 Bnageet HaBblkamMu pa3paboTKn anropuTMOB 4118 PELLEHUSA TUNOBbIX NPOECCUOHANbHbIX
3apau;

OrllK-13.19 YmeeT nMpuMMeHATb MeTOAbl aHanmMsa MpPOEKTHbIX peleHun pgnsa obecneveHus
3aLUNLLIEHHOCTN KOMMbIOTEPHBIX CUCTEM.

OlK-13.21 YmMeTb npuUMEHSATb COBpPEMEHHble cpeactBa obecneyeHnss  MHPOPMALNOHHOM
6e30nacHOCTM NporpamMm 1 AaHHbIX
OrIK-2.1. CnocobeH paspabambieamb aneopummbl, peanulyrouue Co8peMeHHbIe MameMamu4yeckue
MemoObl 3auumsl UHhopmayuu

OlK-2.1.1 CnocobeH npumeHATb 9dEKTUBHLIE MNPUHUMNBbI pa3paboTkM CpPeacTB  3aluThl
NMHOpPMaLMmM C UCMONb30BaHNEM aKTyarnbHbIX MaTeMaTUYECKMX METOO0B

OlK-2.1.2 3HaeT TpeboBaHNst OCHOBHbIX CTaHAAPTOB MO 3alUMUTE KOMMbIOTEPHBIX CUCTEM U CETEN

OlK-2.1.4 CnocobeH knaccnduumpoBaTb MHPOPMALMOHHBIE CUCTEMbI MO TpeboBaHMAM 3alUMTbI
MHdopMaLmn

Or1K-2.1.5 CnocobeH paspabaTbiBaTb NpOrpaMMHble anropuTMbl C MPUMEHEHNEM MaTEMATUYECKMX
mMozenen ons oueHkn 6e30nacHOCTN KOMMNbIOTEPHbBIX CUCTEM
l1K-1 CnocobeH npoeodumb aHanu3z mpebosaHull U 6bInonHAMe pabomel MO MPOEKMUPOBAHUIO
rnpozpamMmMHO20 obecriedyeHus ¢ NpUMeHeHUeM MameMamu4yecKux Memodoos 3awumsl

MK-1.3 MpumeHseT TexHonormm obpaboTkn JaHHbLIX, aHanM3nMpyeT BO3MOXHOCTM MX MCMNOMb30BaHUA
npu paspaboTke NnporpaMmMHoro obecnevyeHns B NpoeccnoHanbHOM AesTeNnbHOCTH
[1K-2 CrnocobeH nposodume uccriedosaHuUsi Ha 8Cex amarnax XXU3HEeHHO20 UUKia cpedcme 3auwumbl
UHGopMayuu 8 rnpogheccuoHaibHoU desmersibHoCmu

MK-2.1 TpumeHseT adeKkTMBHbIE MeTOAbl M CpeacTtBa NMaHMPOBaHUS W OpraHu3auuu
nccnegoBaHun 1 paspaboTok

MK-2.2 Ncnonb3yeT MeToabl NPOBEAEHNST SKCMEPUMEHTOB N HabnogeHun, 06ooweHns u o6paboTku
WHopMaLMn, NONYyYEHHON B X04€e UCCNeqoBaHnN

MK-2.3 Wcnonb3yeT TUNOBOE M cCheuManuanpoBaHHOE nporpaMmmHoe obecnevyeHvne, npoBOAUT
KOMMbIOTEPHOE UccneaoBaHne, opMmpyeT onnucaHne pesynbTaTtoB 1 (hopMynupyeT BbIBOAbI

MK-2.5 lMpoBoanT TeopeTnyeckme 1N SKCnepUMEHTanbHble UCCNeaoBaHUs YPOBHEN 3aLLULLEHHOCTM
MHOPMaLMM B KOMMbIOTEPHBIX CUCTEMAX U CETAX
[MK-3 CnocobeH ocywecmensams paspabomky, aHanu3 u 0060CHO8bI6amb 3¢hheKmMu8HOCMb
MPUMEHSIEMbIX MameMamu4eckux memoo0o8 3awumbl UHoOpMayuu, B03HUKarWux npu pabome
rnpo2pamMMHbIX U fpo2paMMHo-arnapamHbix cpedcme 3awjumbl  UHgopMayuu npu  peweHuu
rpogheccuoHarbHbIX, uccredosameribCKUX U MpuUKiadHbix 3aday

MK-3.1 ®opmupyeT 1 NPUMEHSAET aHanUTUYecKyto mMoaernb 3(MEKTUBHOCTM BHELPEHUS CPeacTs
3aLWMTbl UHPOPMALMK Pa3fNYHbIX KIaccoB

MK-3.3 Ananuampyet 3ddeKkTMBHOCTb (OYHKUMOHUPOBAHUS MPOrpaMMHbIX CPeacTB  3alumThbl
MHdopmaumn

MK-3.5 BbInOnHsAEeT aHanu3 3alMLEeHHOCTU NporpaMMHbIX U NporpaMmMHO-annapaTHbIX CpeacTs
3aWmnTbl Hpopmaumm

Bonpocbl ¢ BapuaHTamMu OTBETOB
1. OndppbepeHumanbHbIi KpUNToaHann3 oTHOCUMTCS K aTakaMm:
a) Ha ocHoBse wundpTekcTa
b) Ha ocHoBe OTKpbITbIX TEKCTOB
¢) Ha ocHoBe noao6paHHOro OTKPLITOro TeKCTa
d) Ha ocHoBe aganTMBHO NOAOOPAHHOIO OTKPLITOro TeKCcTa
2. Cnocob6 3awwmTbl MHhopMaL MK, NPy KOTOPOM KOHKYPEHT BBOAMUTCS B 3abnyxaeHne OTHOCUTENbHO
AEATENbHOCTU N HAMEPEHWUIA:
1. kogupoBaHue
2. kpunTtorpadus
3. ynpasneHue
4. MacKMpoBKa*
3. [lepeyuncnure BMablI ANEKTPOHHOW NOLMUCH:
a) NpocTas, CroxHasi, KOMOMHMPOBaHHas;



©) npocTas, kBannnuMpoBaHHas, CroXHasi;
8) npocmasi, keanuguyuposaHHas, HeKkeasuguyuposaHHasl.
4. NpeHTudukaums aTo:
a) npouecc npegbsBreHns nonb3oBaTenem naeHTudukaTopa;
6) npouecc NOATBEPXKAEHMSA NOANMHHOCTH;
8) cpaeHeHue npedbsisniseMbIX UGeHMuUpUKamopoe ¢ repeyHeM [PUCBOEHHbIX
udeHmughukamopoe.
5. Kakyto ponb nrpatoT LEeHTPbl cepTUmKaumnm Kroven:
a) OHM WurpalwT poSib OOBEPEHHOM TpeTben CTOPOHblI ANs [oKasblBaHusA hakTa nepegaydn
nHdopmaumn;
6) OHu cnyxam Onsi pez2ucmpayuu aboHeHMoOe, U320MOBJIEHUs1 cepmuguKkamos
OMKPbIMbIX K/IIOYel, XpaHeHuUsi U320MOeJIeHHbIX cepmugukamos, mnoddepkaHusi
8 aKmyaJZlbHOM COCMOsIHUU cripagoYyHUKa Odelicmeyrowjux cepmudgukamoe u eblnycka
crnucka ocpoYHO OMOo38aHHbIX cepmugbukamos;
6. Mogenamu Trna «4epHbIN ALWKUK» ABNAOTCA
a. Mogenv mMbiwneHns
b. Mogenu, onucbiBawoLWme 3aBUCUMOCTb MapamMeTpoB COCTOSHUS ob6bekTa OT BXOAHbIX
napameTpoB
c. Mopenu, onucbiBaowme BxOoAHble U BbIXOAHbIE MapameTpbl o6beKkTa 6e3 yyerta
BHYTPEeHHeMN CTPYKTYpbl 06beKkTa
d. Mogenu «aBapuiHOro» siLukKa Ha camoreTax
7. Mogenamu Tnna «6enbiv AWKUK» ABNSOTCS
a. Mogenv mMbiwneHns
b. Mogenu, onucbiBalowWwme 3aBUCMMOCTb NapaMeTPOB COCTOAHUA OOBbEeKTa OT BXOAHbIX
napamMeTpoB
c. Mogenu, onucbiBaloLmne BXOLHbIE M BbIXOAHbIE NapaMeTpbl 06bekTa C y4eTOM BHYTPEHHEN
CTPYKTYpbl 06 beKTa
d. Mogenu, onucbiBaroLne BbIXOAHbIE AaHHbIE B NPOrpaMme
8. YcTtaHoBUTE COOTBETCTBUE
1. MonHbI B3NIoM
2. mobanbHas aegykums
3. YactuyHasa genykums
4. udopmaunoHHas aeaykums
1. KpunToaHaNUTUK paspabaTbiBaeT (PYHKLUMOHANbHbIN 3KBMBANEHT UCCreQyemMoro anroputma,
NO3BONALLNI 3alMdpPOBbIBaThL U paclumdpoBbiBaTb MHOPMaUnio 6e3 3HaHUS Ki4a.
2. KpUNTOaHaNUTUKY yaaeTcs pacumndpoBaTh Unn 3awnmdpoBaTh HEKOTOPbIE COOBLLEHMS.
3. KpMNTOAHANUTUK N3BNEKAET CEKPETHDLIN KITHOY.
4. KpUNTOAHANUTUK NONy4YaeT HEKOTOPYO MHApOPMaLMO 06 OTKPbITOM TEKCTE UMK KIHOYe.
OTBeT: 1-3, 2-1, 3-2, 4-4
9 Kakne 13 nepeyncneHHblx KMbepyrpos ABnATCA KN4veBbiMM Ha Gnvkanwee byayuwee? Boibepute
BCe NpaBusbHble OTBEThI.
— YcrpomnctBa loT Kak nnowaaka gns peanusaumm aTtak
— Cnam
— Tporpammbli-BbiMoOraTenu
— Criminal-as-a-service (nepexoa Kn6epnpecTynHMKOB Ha CEPBUCHYIO MoAenb)
— [lporpaMmbi-LLNNOHBI
— «[lpuspakn wuHTepHeTa npowsnoro» (yrpo3bl OT YycCTapeBWero MnporpaMMmHOro wu
nporpaMMHo-annapaTHoro o6ecneyeH1s, KOTopoe HaxoAUTCA B UHTEPHeTe)
— [porpammbl-ManHepsbl
—  CKUMMWHI
10. YTo Takoe HecaHKUMOHMPOBaHHbIN A0CTyn (HCA)?
1) NocTyn cy6beKkTa K 06 beKkTy B HapyLleHUe yCTaHOBIIEHHbIX B CUCTEME NpaBui
pasrpaHuyeHus gocTtyna
2) Co3gaHue pe3epBHbIX KONWUA B OpraHM3aumm
3) MpaBuna n nonoxeHus, BolpaboTaHHbIE B oOpraHmn3aumnmn gnst o6xoga naposibHoN 3alnTbl
4) Bxopg B cuctemy 6e3 corrnacoBaHusi C pykoBoguTeNem opraHmsauum
5) YaaneHue He Hy)XHOW MHopmaumm
11. B yem 3aknovaeTcsa OCHOBHas NpMYnHa notepb MHGopMaumn, ceasaHHom ¢ MK?



1) ¢ rno6arnbHbIM X1LWweHnemMm nHgopmaunm
2) C NOSIBIIEHNEM UHTEPHETA
3) c HegocTaTO4YHOM OO6pPa30BaHHOCTLIO B 06nacTn 6e3onacHoOCTU
12. lNpoTokonupoBaHue 1 ayant MOryT UCNOMb30BaTbCA ANs:
(1) npepynpexaeHunsa HapyweHun b
(2) o6HapyxeHUA HapyLUeHNn
(3) BOCCcTaHOBMNEHUA pexnuma UbB
13. AyTeHTudmkaunsa Ha oCHOBe Mapons, nepegaHHoOro No ceTn B OTKPbITOM BMAe, Nroxa, NoToMy YTO
He obecneunBaeT 3almThbl OT:
(1) nepexBaTa
(2) BOCNpOMn3BeaeHus
(3) aTak Ha BOCTYNHOCTb
14. BupTyarnbHas peanbHOCTb NOApa3yMeBaeT ...
A. co3pgaHHbIN TeXHUYEeCKMMWU cpeacTBaMM MUp, nNepenaBaeMbid  YeNoBEKY 4Yepe3 ero
oLlyLeHUS: 3peHune, Cryx, ocsisaHue u np.
B. BUpTyanbHble 06BEKTLI, UHTErPUPOBAHHbBIE B BOCNPUATME NONb30BaTENs, Kak YacTb peanbHOon
OKpY>XatoLLen KapTUHbI MUpa B peXnme peanbHOro BpeMeHM.
C. obbegunHeHne pearnbHOro n BUPTyanbHOrO MUPOB OS5 CO30aHNS HOBbIX OKPY>KEHWUIA U
BMU3yanusauum, rae pusmdeckmnii n LdpoBon o6beKTbl COCYLLECTBYIOT M B3aUMOAENCTBYIOT B
peanbHOM BPEMEHW.
D. co3gaHue BMpTYyanbHOro UMdpoBOro cLeHapusa Ang BocnponsseneHns Ha nobom meana-
YCTPOMCTBE.
15. Kakune TexHmyeckne cpeacTtBa MoryT ObiTb MCNONb30BaHbl 4151 foKa3aTenbCTBa BUHbI YenoBeka?
(1) >kypHanbl goctyna
(2) GBuomeTpUyeCKMe Knoum
(3) BUOeoHabnwgeHue

Bonpocbl ¢ TEKCTOBLIM OTBETOM

1. CBepTo4vHOE KOANpPOBaHME

OtBeT: [1pn CBEPTOMHOM KOAMPOBaHMM NMpeobpa3oBaHNe MHAOPMALMOHHBLIX MOCNeA0BaTENbHOCTEN
B BbIXOAHbIE W KOOOBblE MPOMCXOAUT HenpepbiBHO. Kogep OBOMYHOrO CBEPTOYHOIO KOO4A COOEPXKUT
CABUraloLLMi perncTp u3 m paspsgoB U CymmaTopbl N0 MOAyNio 2 Ans obpasoBaHnst KOOOBbLIX CUMBOSIOB
B BbIXOOHOW nocnegoBaTenbHOCTU. Bxogbl cymMmaToOpoB coeauHeHbl C onpeaenéHHbIMU paspsgamu
perncrtpa. Kommytatop Ha BbIxoe yCTaHaBnMBaeT 04epeaHOCTb MOChINKN KO4OBbLIX CMMBOJSIOB B KaHarn
CBA3WN.

2. [1nsi Kakoro UCTOYHMKA OTKPbITbIX TEKCTOB BEPOSATHOCTM NOSBNEHMS K -rpaMm B TEKCTE 3aBUCAT
OT UX MecTa B TekcTe?

OTtBeT HecTaumoHapHbIN

3. Kakag kpuntoaTaka OCHOBaHa Ha 3HaHWMM OTKPbITOrO TEKCTa AN CriyYyanHbiX oparMeHToB
wnppoTtekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

4. TlosicCHUTE NPUHLMN TPUaHrynaunm?

OTBeT: NOCTPOEHNE Ha MECTHOCTM CUCTEMbI MYHKTOB, 0O6pa3yoLLMX TPEYroNbHUKN.
5. B yem 3akntovaetcs apdekt Jonnepa?
OTBeT: N3MeHeHNe ASIMHbI BOSHbI U3ITyYeHUss OT UCTOYHMKA A0 NPUeMHMKA.

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsi oueHVBaHUS BbINONHEHUS 3a4aHWIA UCMONb3yeTcs bannbHas LWwkana:

1) 3aKpbITble 3afaHnst (TECTOBbIE C BapuaHTaMy OTBETOB, CPEAHMWI YPOBEHbL CITOXHOCTM):
— 1 6ann — ykasaH BEepHbIN OTBET;

— 0 6annoB — ykasaH HeBepHbIV OTBET (NOMHOCTBLIO UMW YAaCTUYHO HEBEPHbIN).

2) OTKpbITblEe 3a4aHUs (TECTOBbIE C KPaTKMM TEKCTOBbIM OTBETOM, MOBbILWEHHbIN YPOBEHb CITIOXHOCTH):
— 2 6anna — ykasaH BepHbIN OTBET;

— 0 6annoB — ykasaH HeBepHbI OTBET (MOSTHOCTBLIO MW YAaCTUYHO HEBEPHLIN).



3apgaHusa pasgena 20.3 peKOMeHAYHTCA K UICNOSIb30BaHMIO NPU NpPoBeAeHUN ANarHoCTUYECKUX
paboT C uenbk OLEHKM OCTaTOYHbLIX pe3yNbTaTOB OCBOEHUSA AAHHOW AUCLUNIINHBLI (3HaHUR,
YMEeHUN, HaBbLIKOB).



